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Abstract

Oneof the main challengesof securingmulticastcom-
municationis souiceauthenticationpr enablingreceives
of multicastdata to verify that the receiveddata origi-
natedwith the claimedsouice and was not modifieden-
route The problembecomesnore complex in common
settingswhele otherreceives of the data are not trusted,
andwhete lost padetsare not retransmitted.

Several souice authenticationschemesfor multicast
havebeensugestedn thepast,but noneof theseschemes
is satisfactorilyefficientin all prominentparametes. We
recentlyproposeda very efficientscheme TESLA that is
basedon initial loosetime syndironizationbetweenthe
senderand the receives, followed by delayedreleaseof
keysbythe sender

This paper proposesseveral substantialmodifications
andimprovementso TESLA.Onemodificationallowsre-
ceivessto authenticatenostpadetsassoonasthey arrive
(wherasTESLArequiresbuffering padetsat thereceiver
side and provides delayedauthenticationonly). Other
modificationsimprove the scalability of the scheme re-
ducethe spaceoverheadfor multiple instancesjncrease
its resistanceo denial-of-servicattadks,and more.

1 Intr oduction

With the growth andcommercializatiorof the Internet,
simultaneoudransmissionof datato multiple recevers
becomesa prevalentmodeof communication.Oftenthe
transmitteddatais streamedand hasconsiderableéband-
width. To avoid having to sendthe dataseparatelyo each
recever, seseral multicast routing protocols have been
proposecanddeployed, typically in the IP layer. (Exam-
plesinclude[12, 13, 23, 16, 6]). Theunderlyingprinciple
of multicastcommunications that eachdatapaclet sent
from the sourcereaches numberof recevers.

Securingnulticastcommunicationntroducesanumber
of difficultiesthatarenot encounteredvhentrying to se-

cure unicastcommunication.See[9] for a taxonomyof

multicastsecurityconcernsand somesolutions. A major
concernis sourceauthenticationor allowing areceverto

ensurghattherecevveddatais authentiq(i.e., it originates
with the sourceandwas not modified on the way), even

when none of the other recevers of the datais trusted.
Providing sourceauthenticatiorfor multicastcommuni-
cationis thefocusof this work.

Simply deploying the standardpoint-to-pointauthenti-
cation mechanism(i.e appendinga messageuthentica-
tion codeto eachpaclet, computedusing a sharedkey)
doesnot provide sourceauthenticationin the caseof mul-
ticast. Theproblemis thatary receverthathastheshared
key canforge dataandimpersonateghe sender Conse-
guently it is naturalto look for solutionsbasedon asym-
metric cryptographyto prevent this attack, namelydigi-
tal signatureschemes.Indeed,signing eachdatapaclet
providesgoodsourceauthenticationhowever, it hashigh
overhead,both in termsof time to sign and verify, and
in termsof bandwidth. Several schemeswvere proposed
that mitigate this overheadby amortizinga single signa-
tureoverseveralpaclets,e.g.[14, 33, 29]. However, none
of theseschemess fully satishctoryin termsof band-
width and processingime, especiallyin a settingwhere
thetransmissiornis lossyandsomedatapacketsmaynever
arrive. Even though some schemesamortize a digital
signatureover multiple datapaclets,a seriousdenial-of-
serviceattackis usuallypossiblewhereanattaclerfloods
the receiver with boguspaclets supposedlycontaininga
strongsignature.Sincesignatureverificationis computa-
tionally expensie, therecever is overwhelmedverifying
thesignatures.

Another approachto providing sourceauthentication
usesonly symmetriccryptography more specifically on
messageuthenticationcodes(MACSs), andis basedon
delayeddisclosureof keys by the sender This technique
wasfirst usedby Cheung[11] in the context of authenti-
catingcommunicatioramongrouters.It wasthenusedin
the Guy Fawkesprotocol[1] for interactize unicastcom-
munication. In the context of multicaststreamediatait



was proposedby several authorg[8, 4, 5, 25]. In partic-

ular, the TESLA schemedescribedn [25] waspresented
to the reliable multicasttransport(RMT) working group

[26] of the IETF andthe securemulticast(SMuG) work-

ing group [30] of the IRTF andwas favorably receved.

TESLA is particularly well suitedto provide the source
authenticatiorfunctionality for the MESPheadef10], or

for the ALC protocolproposeddy the RMT [19]. Conse-
qguently an Internet-Draftdescribingthe schemewasre-

centlywritten [24].

Themainideaof TESLA, is to havethesendemttachto
eachpacleta MAC computedusinga key & known only
to itself. The recever buffers the recevved paclet with-
out beingableto authenticatdt. If the pacletis receved
toolate, it is discardedA shortwhile later, thesendedis-
closesk andthereceieris ableto authenticat¢he paclet.
Consequentlya single MAC per paclet sufficesto pro-
vide sourceauthenticationprovidedthatthe recever has
synchronizedts clock with the sendemaheadbf time.

This ideaseemgyuite attractve atfirst. However, it has
several shortcomings. This work points to theseshort-
comingsand proposesnethodsto overcomethem. Our
descriptionis basedmostly on TESLA, althoughtheim-
provementsapplyto theotherschemesswell. We sketch
someof thesepoints:

1. In TESLA the recever hasto buffer paclets, until
the senderdiscloseghe correspondingey, andun-
til the recever authenticateshe paclets. This may
delay delivering the information to the application,
may causestorageproblemsandalsogeneratesul-
nerability to denial-of-servicgDoS) attackson the
recever (by floodingit with boguspaclets). We pro-
posea methodthat allows receversto authenticate
most pacletsimmediatelyuponarrival, thusreduc-
ing the needfor buffering at the recever side and
in particularreduceghe susceptibilityto this type of
DoSattacks.

This improvementcomesat the price of one extra
hashper paclet, plus somebuffering at the sender
side. We believe that buffering at the sendersideis
often morereasonabl@ndacceptabléhanbuffering
atthereceverside.In particular it is notsusceptible
to thistype of DoSattacks.

We alsoproposeothermethodgo alleviate this type
of DoS attacks.Thesemethodswork evenwhenthe
recever bufferspaclketsasin TESLA.

2. When operatingin an ervironmentwith heteroge-
nous network delay times for different recevers,
TESLA authenticateseach paclet using multiple
keys, wherethe differentkeys have differentdisclo-
suredelaytimes. Thisresultsn largeroverheadboth
in processingime andin bandwidth. We propose

a methodfor achieving the samefunctionality (i.e.,
differentreceverscanauthenticat¢he paclketsatdif-
ferentdelays)with a more moderateincreasen the
overheadperpaclet.

3. In TESLA thesendeneedgo performauthenticated
time synchronizationndividually with eachrecever.
This may not scalewell, especiallyin caseswhere
mary receverswish to join the multicastgroupand
synchronizewith the senderat the sametime. This
is s0, since eachsynchronizationinvolves a costly
public-key operation We proposea methodthatuses
only a single public-key operationper time-unit, re-
gardlesof the numberof time synchronizationper
formedduringthistime unit. Thisreduceghecostof
synchronizingwith a receverto practicallythe cost
of settingup a simple,unauthenticatedonnection.

4. We also explore time synchronizationissuesin
greaterdepthand describedirect and indirect time
synchronizationFor theformermethodtherecever
synchronizesgts time directly with the senderin the
latter methodboth the senderandrecever synchro-
nizetheirtime with atime synchronizatiorsener.

For bothcaseswe give a detailedanalysison how to
choosethe key disclosuredelay a crucial parameter
for TESLA.

5. TESLA assumeghat all membershave joined the
group and have synchronizedwith the senderbe-
fore any transmissiorstarts.In reality, receversmay
wish to join after the transmissiorhasstarted;fur-
thermoreyeceversmaywishtorecevethetransmis-
sionimmediatelyandperformthetime synchroniza-
tion only later. We proposemethodghatenableboth
functionalities.Thatis, our methodsallow arecever
tojoin in “on thefly” to anongoingsessionthey also
allow receversto synchronizeat alatertime andau-
thenticatepacletsonly then.

Organization Section2 reviews TESLA, providing fur-
therdetailsthanin [25]. Section3 containsthe improve-
mentsand extensionsproposedn this paper Section4
provides further discussionon the security of the im-
provedschemewith emphasion resistanceo denial-of-
serviceattacks.

2 An Overview of TESLA

The securityproperty TESLA guaranteess thatthere-
ceiver never acceptsM; asan authenticmessagainless
M; was actually sentby the sender Note that TESLA
doesnotprovide non-repudiationthatis, therecevercan-
not corvinceathird partythatthe streamarrivedfrom the
claimedsource.



TESLA: s efficientandhasalow spaceoverheadnainly
becausét is basecbn symmetric-ley cryptographySince
sourceauthenticationis an inherentlyasymmetricprop-
erty (all the receverscanverify the authenticitybut they
cannotproducean authenticdata paclet), we usea de-
layed disclosureof keys to achieve this property Simi-
larly, the dataauthenticatioris delayedaswell. In prac-
tice,theauthenticatiordelayis onthe orderof oneround-
trip-time (RTT).

TESLA hasthefollowing properties First, it hasalow
computationoverheadwhich is typically only one MAC
function computationper paclet, for both senderandre-
ceiver. TESLA alsohasalow perpacket communication
overheadwhich is about20 bytesper paclet. In addi-
tion, TESLA toleratesarbitrarypaclet loss. Eachpaclet
thatis recevedin time canbe authenticated Exceptfor
aninitial time synchronizationit hasonly unidirectional
dataflow from the senderto the recever. No acknawl-
edgmentsr othermessagesare necessary This implies
that the senders streamauthenticatioroverheads inde-
pendenbf the numberof recevers,henceTESLA is very
scalable TESLA canbeusedbothin thenetwork layeror
in theapplicationlayer Thedelayedauthenticationhow-
ever, requiresbuffering of pacletsuntil authenticatioris
completed.

For TESLA to be secure the senderand the receier
needto be looselytime synchronizedwhich meansthat
the synchronizatiordoesnot needto be precise,but the
recever needsto know an upperboundon the senders
time.

2.1 SenderSetup

In our model,a sendedistributesa streamof datacom-
posedof messagehunks{M;}. Generally the sender
sendseachmessagehunk A/; in onenetwork paclet P;.
Many multicastdistribution protocolsdo not retransmit
lost paclets. The goal is thereforethat the recever can
authenticat@achmessagehunk/; separately

For the purposeof TESLA, the sendersplits the time
into evenintenals;. We denotethedurationof eachtime
interval with T;,,;, andthestartingtime of theinterval I; is
T;. Trivially, wehave T; = Ty + i * T;,. In eachinterval,
thesendemaysendzeroor multiple paclets.

Beforesendinghefirst messagethe sendedetermines
the sendingduration(possiblyinfinite), the interval dura-
tion, andthe numberN of keys of the key chain. This
key chainis analogoudo the one-way chainintroduced
by Lamport[18], andthe S/KEY authenticatiorscheme
[15]. The sendemicksthelastkey K of thekey chain
randomlyand pre-computeshe entirekey chainusinga
pseudo-randorfunction F, which is by definition a one-
way function. Eachelementof the chainis definedas
K; = F(K;4+1). Eachkey canbe derivedfrom Ky as

K; = FN-{(Ky), where Fi(k) = Fi~1(F(k)) and
F°(k) = k. Eachkey of the key chain correspondgo
oneinterval,i.e., K; is active in interval I;.

Sincewe do not want to use the samekey multiple
timesin differentcryptographicmperationsye usea sec-
ond pseudo-randonfunction F’ to derive the key which
is usedto computethe MAC of message# eachinter-
val (we will explainthealgorithmin detaillater). Hence,
K| = F'(K;). Figurel depictsthis key derivation. We
proposeo useHMAC in conjunctionwith a cryptograph-
ically securehashfunction for the pseudo-randonfunc-
tion [2]. For example,apossibilityis to usethefollowing:
F(z) = HMAC(z,0) and F'(z) = HMAC(z,1), where
0 and1 are8-bit integers. Note that the first algumentof
the MAC functionis the key andthe secondargumentis
thedata.

2.2 Bootstrapping a new Recever

TESLArequiresaninitially authenticatedatapacletto
bootstrapa new recever. This authentications achieved
with adigital signatureschemesuchasRSA[28], or DSA
[32].

We considertwo optionsfor synchronizinghetime, di-
rect andindirect synchronization.We improve the time
synchronizatiorfrom our original work and describethe
detailsin section3.3. Whicherer time synchronization
mechanismis used,the recever only needsto know an
upperboundon the sendettime.

The initial authenticategbaclket containsthe following
informationaboutthetime intervalsandkey chain:

e The beginning time of a specificinterval T},
with its id I;

along

e Theinterval durationT;,,;
e Key disclosuredelayd (unitis interval)

e A commitmento thekey chainK; (i < j — d where
j isthecurrentinterval index)

2.3 SendingAuthenticated Packets

Eachkey of the key chainis usedin onetime interval.
However mary messagearesentin eachinterval, thekey
which correspondso thatinterval is usedto computethe
MAC of all thosemessages.This allows the senderto
sendpacletsat ary rateandto adaptthe sendingratedy-
namically Thekey remainssecrefor d-1 futureintervals.
Packetssentin interval I; canhencedisclosekey K;_.
As soonasthereceversreceve thatkey, they canverify
the authenticityof the pacletssentin interval I;_q.

The constructionof paclet P; sentin interval I; is:
{M; | MAC(K}, M;) | Ki—a}-



Figurel shavsthekey chainconstructiorandtheMAC
key derivation. If the disclosuredelayis 2 intervals, the
paclet P;, 4 sentin interval I; > disclosekey K;. From
this key, therecever canalsorecover K; | andverify the
MAC of P;, in caseP;3 is lost.

2.4 Recever Tasks

Sincethe securityof TESLA dependson keys thatre-
main secretuntil a pre-determinedime period, the re-
ceiver mustverify for eachpaclet thatthe key, which is
usedto computethe MAC of that paclet, is not yet dis-
closedby the sender Otherwise,an attacler could have
changedthe messagedata and re-computedthe MAC.
This motivatesthe securitycondition,which the recever
mustverify for eachpacletit receves.

Security condition: A paclet arrived safely if there-
ceiveris assuredhatthe sendercannotyet bein thetime
interval in whichthe correspondindsey is disclosed.

Theintuition is thatif apacletsatisfieghesecuritycon-
dition, thenno attacler could have alteredit in transit,be-
causehecorrespondingAC key is notyetdisclosedin
casethe securityconditionis not valid, the recever must
drop that paclet, becauseahe authenticityis not assured
arny more.We would liketo emphasiz¢hatthe securityof
this schemeadoesnot rely on any assumption®n network
propagatiordelay The original papersketchesa security
proof[25].

We now explain how the authenticatiorwith TESLA
works with a concreteexample. When the recever re-
ceives paclet P; sentin interval I; at local time ¢, it
computesan upper boundon the senders clock ¢; (we
describein section3.3 how to computethis). To evalu-
atethe securitycondition,therecever computeghehigh-
estinternval z the sendercould possiblybe in, which is
x = |(t; — To)/Tint]. Therecever now verifiesthat
x < I; + d (wherel; is theinterval index), which means
thatthesendemustnot have beenin theintervalin which
the key K; is disclosedhenceno attacler can possibly
know thatkey andspoofthe messageontents.

The recever cannot, however, verify the authentic-
ity of the messageyet. Instead,it storesthe triplet
(I;; M;, MAC(K!, M;)) to verify the authenticity later
whenit knows K. Two possibilitiesexist on how to
handlethe unauthenticatedhessagehunk ;. Thefirst
possibility is to handM; to the application,andnotify it
througha callbackmechanismassoonas M; is verified.
Thesecondbossibilityis to buffer AZ; until theauthentic-
ity canbechecledandpasst to theapplicationassoonas
M; is authenticated.

If the paclet containsa disclosedkey K; 4, regardless
of whetherthe security condition is verified or not, the
recever checkswhetherit canuse K;_4 to authenticate
previous paclets. Clearly; if it hasreceved K;_4 previ-

ously, it doesnot have any work to do. Otherwise,let
usassumehatthelastkey valuein thereconstructedey
chainis K,,. Thereceververifiesif K; g4 is legitimateby
verifying that K, = F*~?Y(K;_,). If thatconditionis
correct,therecever updateshe key chain. For eachnew
key K, it computesX|, = F'(K,,) whichmightallow it
to verify the authenticityof previously recevedpaclets.

It is clearthatthis systemcantoleratearbitrary paclet
loss,becauseherecevercanverify theauthenticityof all
receved pacletsthat satisfy the securityconditioneven-
tually.

3 Our Extensions

We extendTESLA in anumberof waysto make it more
efficient and practical. First, we presenta new method
to supportimmediateauthenticationmeaningthatthere-
ceiver canauthenticatgpacketsassoonasthey arrive.

Second, we propose optimizations concerning key
chains. In particular for applicationsthat use multiple
authenticatiorchainswith differentdisclosuredelayswe
presenta new algorithmthat reduceshe communication
overhead.

Finally, we give discussionn the time synchroniza-
tion issuesandderive a tight lower boundon the key dis-
closuredelay which makestheschememuchmorepracti-
cal. Next, we remove a scalabilitylimitation of thesimple
time synchronizatiorprotocol. Furthermorewe discuss
how a recever canauthenticataeceved pacletseven if
it is not time synchronizedt the momentin which it re-
ceivesthe paclet.

3.1 Immediate Authentication

A drawbackof the original TESLA protocolis thatthe
recever needgo buffer packetsduringonedisclosurede-
lay beforeit canauthenticatehem. This might not be
practicalfor certainapplicationsf thereceverscannotaf-
ford muchbuffer spaceandburstytraffic might causethe
receversto drop packetsdueto insufficient buffer space.
Moreover, aswe show later in section4.2, the require-
mentof recever buffering introducesa vulnerability to a
denial-of-serviceattack. To solve theseproblemscaused
by recever-buffering, we proposea nev methodto sup-
portimmediateauthenticationwhich allows the recever
to authenticatgpacletsassoonasthey arrive.

The basic obsenation of this methodis that we can
replacerecever buffering with senderbuffering. If the
sendercan buffer paclets during one disclosuredelay
thenit could storethe hashvalue of the dataof a later
paclet in an earlierpaclet andhenceassoonasthe ear
lier pacletis authenticatedthe datain thelater pacletis
authenticatedhroughthe hashvalueaswell.

In the new schemethe senderbuffers pacletsfor the
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Figurel: TESLA key chainandthederivedMAC keys

durationof onedisclosuredelay For simplicity of illus-
tration, we assumethat the sendersendsout a constant
numberv of pacletspertime interval. To constructthe
paclet for the messagechunk A/; in time interval T,
the senderappendghe hashvalue of the messagehunk
Mj 14 to M; andthencomputesheMA C valuealsoover
H(Mj4,q) with the key K;. Figure 2 illustrateshow
the paclet P; is constructedoy appendingH (M;4,q),
MAC(K;, M; | H(M;4vq)), alongwith thedisclosedkey
K; 4. (Notethatthe | standsfor messageoncatenation).
Whenthe paclet P;, 4 arrivesat the receiver which dis-
closesthe key K; it allows authenticatiorof paclet P;
sentin interval I;. P; carriesa hashof thedatal/;, ,q in
Pj1q. If P;isauthenticH(M;4,q) is alsoauthenticand
thereforethe data ;.4 is immediatelyauthenticated.
Also notethatif P; is lost or droppeddue to violation
of the securitycondition, Pj;.,q will not beimmediately
authenticate@ndcanstill beauthenticatedaterusingthe
MAC value.

M; Mjtva
Dj f
H(Mj+va) H(Mjt2va)

Djtva

MAC(K;, D;) MAC(Ki 4, Dj+va)

K; q K;

Figure 2: Immediate authentication paclet exam-
ple. Dj = H(Mj+vd) | Mj and Dj-',—vd =
H(Mji20a) | Mjiva-

If eachpacket can only carry the hashof one other
paclet, it is clearthat the sendingrate needsto remain
constantAlso it is clearthatif a pacletis lost, thecorre-
spondingpaclet cannotbeimmediatelyauthenticatedTo
achieve flexibility for dynamicsendingrate and robust-
nessto pacletloss,the sendercanaddthe hashvaluesof

multiple future pacletsto a paclet, similar to the EMSS
schemd?25].

3.2 Concurrent TESLA instances

In this section,we presenta spaceoptimizationtech-
nigque in the casethe senderusesmultiple TESLA in-
stancegor onestream.

Choosingthe disclosuredelayinvolvesa tradeof. Re-
ceiverswith alow network delaywelcomeshortkey dis-
closuredelayshecaus¢hattranslatesnto ashortauthenti-
cationdelay Unfortunatelyreceverswith along network
delaycould not operatewith a shortdisclosuredelaybe-
causemost of the pacletswill violate the security con-
dition and hencecannotbe authenticated.Corversely a
long disclosuredelaywould suitthelong delayrecevers,
but causesinnecessariljong authenticatiordelayfor the
receverswith shortnetwork delay Thesolutionis to use
multiple instance®f TESLA with differentdisclosurede-
lays simultaneouslyand eachrecever candecidewhich
disclosuredelay andhencewhichinstanceo use.A sim-
pleapproacho useconcurrenTESLA instancess to treat
eachTESLA instanceindependentlywith onekey chain
perinstance.The problemfor this approachis thateach
extra TESLA instancealsocause®xtraspaceoverheadn
eachpaclet. If eachinstancerequires20 bytesperpaclet
(80 hit for key disclosureand80 bit for the MAC value),
usingthreeinstancesesultsin 60 bytesspaceoverhead
perpaclet. We presentanew optimizationwhich reduces
the spaceoverheadf concurreninstances.

The mainideais thatinsteadof usingoneindependent
key chain per TESLA instance,we could usethe same
key chain but a differentkey schedulefor all instances.
Thebasicschemeavorksasfollows. All TESLA instances
for astreamsharethe sametime interval durationandthe
samekey chain. Eachkey K; in the key chainis associ-
atedwith the correspondingime interval T;, and K; will



be disclosedin T;.! Assumethat the senderusesw in-
stance®f TESLA, whichwe denotewith r; ... 7,. Each
TESLA instancer, hasa differentdisclosuredelayd,,,
andit will haveaMAC key schedulalerivedfrom thekey
scheduleshifted by d,, time intervals from the key dis-
closureschedule.Let K, , denotethe MAC key used
by instanceu in time interval T;. We derve K}, ; as
K} , =HMAC(K;4,,u). Notethatwe useHMAC as
a pseudo-randorfunction,whichis the samekey deriva-
tion constructioraswe usein TESLA (seesection2.1and
figure1). In fact,the keys of thefirst instancearederived
with thesamepseudo-randorfunctionasthe TESLA pro-
tocol thatusesonly oneinstance Thereasorfor generat-
ing all different,independenkeys for eachinstanceis to
preventanattackwhereanattacler movesthe MAC value
of aninstanceto anotherinstance which might allow it
to claim that datawas sentin a differentinterval. Our
approaclof generatingndependenkeys preventsthis at-
tack. Thusto computethe MAC valuein paclet P; in
time internval T3, the sendercomputesone MAC value of
themessagehunk/; perinstanceandappendhe MAC
valuesto M;. In particulay for the instancer, with dis-
closuredelayd,,, the sendewill now usethekey K, ;.
asmentionedabove for the MAC computation.

Figure3 shavs anexamplewith two TESLA instances,
one with a key disclosuretime of two intervals and the
other of four intervals. The lowestline of keys shavs
the key disclosureschedulej.e. which key is disclosed
in which time interval. The middle andtop line of keys
shaws the key scheduleof the first and secondinstance
respectiely, i.e. which key is usedto computethe MAC
for the pacletsin the giventime interval for the givenin-
stance.Usingthis techniquethe sendewill only needto
discloseonekey chainno matterhow mary instancesre
usedconcurrently If eachdisclosedkey is 10 byteslong,
thenfor a streamwith m concurreninstancesthis tech-
niquewill save 10(m — 1) bytesper paclet, which is a
drasticsaving in particularfor smallpaclets.

3.3 Time Synchronization Issues

Loosetime synchronizations animportantcomponent
in TESLA. Although sophisticatedime synchronization
protocolsexist, they usuallyrequireconsiderablenanage-
mentoverhead.Furthermorethey generallyhave a high
compleity and achieve propertiesthat TESLA doesnot
require. An exampleis the network time protocol (NTP)
by Mills [21]. Bishop performsa detailedsecurityanal-
ysisof NTP [7]. For thesereasonswe outline a simple
andsecuretime synchronizatiorprotocolthatsufficesthe
humblerequirement®f TESLA.

INotethatthis key schedulds differentfrom the previous schedule
describedn section2.1, wherekey K; wasusedto computethe MAC
in interval I; andwasdisclosedn intenal I; .

The time synchronizationrequirementthat secures
TESLA againstan active attacler is that the recever
knows an upper bound of the differencebetweenthe
senders local time andthe recever’s local time, A. For
simplicity, we assumethe clock drift of both senderand
recever arenegligible, otherwisethey will simply resyn-
chronizeperiodically We denotethe real differencebe-
tweenthesendelandtherecever’stime with 6. Hencefor
loosesynchronizationthe recever doesnot needknow §
but only someA thatis guaranteedo be greateror equal
to §. To computeA, we canuseeitheradirector anin-
directtime synchronizationmethod.In thefollowing, we
first discussa simpleprotocolfor directtime synchroniza-
tion, andnext we discusshow to doindirecttime synchro-
nization.

Dir ect Time Synchronization

In direct time synchronizationthe recever performsan
explicit time synchronizatiorwith the sender This ap-
proachhasthe advantagethat no extra infrastructureis
neededo performthe time synchronization.We design
a simpletwo-phaseprotocolthat satisfieshe TESLA re-
quirements.

In the protocol,therecever first recordsits local send-
ing time tg andsendsatime synchronizatiomequeston-
taining a nonceto the sender Upon receving the time
synchronizatiorrequest,the senderrecordsits local re-
ceving time tg andsendsthe recever a signedresponse
pacletcontainingts andthenonce.

R — S : Nonce
S — R : {Sender time tg, Nonce}Kgl

Figure4 shavs a sampletime synchronizatiorbetween
the recever and the sender Upon receving the signed
responsetherecever checksthe validity of the signature
andthematchingof thenonceandcomputes\ = tg —tg.
It is easyto seethatthe A computedthis way satisfies
therequirementhat A > §. BecauseA = tg — tg =
(ts — t3) + (t3 - tR), tg — tz3 = 8, andts — tg is the
network delayfor sendingherequesfrom thereceverto
the sendemwhich is greateror equalto 0, henceA > 4.
An interestingpoint is that the network delay of the re-
sponsepaclet and the delay causedby the computation
of the digital signaturedo not influenceA at all. Since
only theinitial timestampmattersijt is importantthatthe
sendeimmediatelystoresthe arrival time tg of thetime
synchronizatiorrequesfpaclet. The subsequenprocess-
ing andpropagatiordelaydoesnot matter

Becausehe digital signatureoperationis computation-
ally expensve, we needto be careful about denial-of-
serviceattackswherean attacler floods the senderwith
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Figure3: Multiple TESLA instancekey chainoptimization.

time synchronizatiomequests Section4.1 addressethis
issue.

Receiver time Sender time
tr _| —
t3 — 1
RTT 3 o
- t2
| |

Figure 4: The recever synchronizests time
with thesender

Indir ect Time Synchronization

In indirecttime synchronizationpoth the senderandthe
receverssynchronizeheirtime with atime referenceand
hencethe senderandthe recever canreachimplicit time
synchronizationThis approachs favorableespeciallyin
caseswherethe applicationneedstime synchronization
with a time referencearyhow. Let Agc + |esc| denote
themeasuredpperboundof thedifferenceof thesenders
time andthetime referencestime with |esc| asthe max-
imum error, andlet Acgr + |ecr| denotethe measured
upperboundof the differenceof thetime referencestime
andtherecever'stime with |ecr| asthe maximumerror.
Thusthe recever could reachan implicit time synchro-
nizationwith thesendesA = Age + Acgr + |esc| +
lecr| with € = |esc| + |ecr| asthemaximumerror.

In settingswherethe recever is alreadytime synchro-
nizedwith thetimereferencethereceverdoesnotneedo
sendary informationto the sender The sendejjust needs
to periodicallybroadcastligitally signedpacletsthatcon-

tain its time synchronizatiorwith the time referencethe
time interval andkey chaininformation outlinedin sec-
tion 2.2, alongwith the senders maximumsynchroniza-
tion erroregc. A new recever canstartauthenticatinghe
datastreanright afterit recevesoneof the signedadwer-
tisementsThisis particularlyusefulin thecaseof satellite
broadcast.

Delayed Time Synchronization

Anotherinterestingrelaxationof thetime synchronization
requirements that,if we assumehattherecever’s clock
drift is negligible duringa periodof time, thentherecever
canrecevethedatastreamfrom thesendeibeforedoinga
time synchronizatiorand authenticatehe datalater after
atime synchronization.The recever only needsto store
the arrival time of eachpaclet, sothatit canevaluatethe
securityconditionafterit performedhetime synchroniza-
tion. This is highly usefulfor mary applicationsfor ex-
amplearoutercanuseTESLA to authenticatéracemes-
sageqd3], andthevictim canauthenticatghe routers’|P
markingsafterwardswhenit wantsto traceanattacler by
performinganapproximatdime synchronizatiorwith the
router[31].

3.4 Determining the Key Disclosure Delay

An importantparameteto determinefor TESLA is the
key disclosuradelayd. A shortdisclosuredelaywill cause
pacletsto violate the securityconditionandcausepaclet
drop, while along disclosuredelaycausesa long authen-
tication delay Note that althoughthe choiceof the dis-
closuredelay doesnot affect the securityof the system,
it is animportantperformancdactor We describea new
methodon how to choosea gooddisclosuredelayd. In
particular we show asfollowsthatif RTT is areasonable
upperboundon the roundtrip time betweenthe recever
andthe senderthenin caseof usingdirecttime synchro-
nization,we canchoosel = [RTT /Tin:]+1, whereT;,;



is the interval duration. In caseof indirecttime synchro-
nization,we canchoosel = [(Dsgr+¢€)/Tint| +1, Wwhere
e is the sumof boththe sendeandrecevertime synchro-
nizationerror, and Dgg is a reasonableipperboundon
thenetwork delayof a paclettraveling from thesendetto
therecever.

Considerapaclet P; thatis constructedisingthe MAC
key K7 in timeinterval I; which will bedisclosed? time
intervalslater The paclet P; arrivesat therecever at its
localtime t£. Hencethe securityconditionis that

R
LM | -I; <d, 1)
Tint
whereTy is thebeginningtime of theOth time interval and
T;n: is thetime interval duration. Assumepaclet P; was
sentatthesenderSIocaItimetis. Hencetf <Tj+Time =
I; - Tiny + To + Tint. We denotethe averagenetwork
delaytime from the sendetto the recever with Dgg and
the averagenetwork delay time from the recever to the
sendeiis Dgrs, andhenceRT'T = Dgrs + Dsg.

In caseof adirecttime synchronizationysingthe same
notationasin section3.3, A = § + (t3 —tr) = 6 +
DRS,tzR + 46— tf = Dgg, andhencewe canderive at
the endthata tight boundfor d to satisfythe equationl
isd = [RTT/T;n] + 1, which allows mostof pack-
etsto satisfy the securityconditionandstill the recever
would not needto wait muchextralongerthannecessary
to authenticatehe paclets. Similarly in caseof anindi-
recttime synchronizationye canderive thata goodd is
d= [(Dsg +€)/Tint] + 1.

4 Security Discussion and Robustnessto
DoS

Our original paperdid not addressdenial-of-service
(DoS)attackson TESLA. In anIP multicastervironment,
however, DoSis aconsiderabl¢hreatandrequirescareful
consideration.We discusspotentialsecurityproblemsin
this sectionandshown how to strengtheMESLA to thwart
them.In particular we shaw thatthereis no DoSattackon
the sendeiif thereceversperformindirecttime synchro-
nization. In caseof directtime synchronizationye shav
how to mitigateDoSattacksonthesenderAlthoughthere
are somepotential DoS attackson the recever side, we
shav that TESLA doesnot addary additionalvulnerabil-
ity to DoSattacksf thereceverhasareasonablemount
of buffer space ptherwisewe describeschemeghatalle-
viatethe exposureto DoS.

4.1 DoSAttack onthe Sender

A DoS attackon the senderis not possibleif TESLA
is usedwith indirect time synchronizationbecausehe

senderdoesnot keep perrecever stateor perform per

recever operations. In the caseof direct time synchro-
nization,a DoS attackis possible,sincethe senderis re-
quiredto digitally signeachnonceincludedin atime syn-
chronizationrequest.An attacler canperforma DoS by

floodingthe sendemith requests.

This responsepaclet needsto be authenticatedvith a
digital signatureschemesuchasRSA [28], or DSA [32].
Since public-key signaturealgorithmsare computation-
ally expensve, the signingof the responsgaclet canbe-
comea performancebottleneckfor the sender A simple
trick can alleviate this situation. The sendercan aggre-
gatemultiple requestscomputeand sign a Merkle hash
treethatis generatedrom all therequestes nonceq20].
Figure 5 shovs how sucha hashtreeis constructed. If
N, is theroot of the hashtree, N;, would beincludedin
the signedpart of the responsepaclet insteadof the re-
ceiver's nonceN,. To verify the digital signatureof the
responsgacket, eachreceverwould reconstructhe hash
tree. Sinceit doesnot know the otherrecever’s nonces
thatarepartof the hashtree,the sendewould includethe
nodesof the tree necessaryo reconstructhe root node.
For theexamplein figure5, thepacletreturnedo recever
A wouldinclude N, andH.4. Recever A canreconstruct
therootnodeH 4 from thesevaluesandits own nonceN,
asfollows: H,q = H(H(N,,Ny),H.q). Notethatthe
numberof nodesreturnedin the responseacletis loga-
rithmic in the numberof receverswhoserequestarrived
in thesametime interval. Assuminga 50 msinterval time
(the sendemwould needto computeat most20 signatures
persecondandassuminghat1,000,000eceverswanted
to synchronizeéheirtime in thatinterval, thereturnpaclet
would only needto contain20 hashnodesor 200 bytes,
assumingan 80 bit hashfunction. Any cryptographically
securehashfunctioncanbeusedfor H(z,y), for example
MD5 [27], SHA-1[17], or RIPEMD-160.

H / \H
R

Figure5: Hashtree over receiver nonces.Node H,, =
H(N,,Ny). Hyg = H(Hgp, Heg).

4.2 DoSAttack onthe Recever

In thissectionwe discusswo DoSattacksontheclient.
Sincewe assumeheattacler couldhavefull controlof the



network, someDoS attackssuchasdelayor drop paclets
arealwayspossible.Delaypacletscouldcausepacletsto

violatethe securityconditionandhencenot to be authen-
ticated. On the otherhand,speedingup packetsdoesnot
do anything at all. The recever even benefitsfrom this

sinceshemight be ableto usea chainwith a shortdisclo-
suredelaythatshecould not useotherwise We canshov

thatreplay pacletscannotdo muchharmeither First, a
duplicatedpacletis only acceptedy thereceverwithin a
shorttime period,sincethesecurityconditiondropspack-
etsif they arereplayedwith along delay Secondwe can
preventthereplayattackby addinga sequenceumberto

eachpacletandby includingthe sequenceumberin the
MAC. The TESLA protocolin the network layeror in the
applicationlayerwill filter outduplicatepaclets.

In the rest of the subsectionwe discusssomemore
complicatedoSattacksandshav how to mitigateor pre-
ventthe attacks.First we discussa flooding attackwhich
fills up the recever buffers. Secondwe discussan attack
thattriesto wastetherecever's computatiorresource®y
unnecessarilye-computinghekey chain.

DoSon the Packet Buffer

An powerful attackis to flood the multicastgroup with
bogustraffic. This attackis seriousbecauseurrentmulti-
castprotocolsdo notenforcesendingaccesgontrol? The
solutionwe proposeanvolvesaweakbut efficientandim-
mediateauthenticatioomethodthatofferssomeprotection
againstafloodingattack.

Firstif the recever hasa certainsize buffer, we shov
thatflooding cannotdo muchharm. Becausehe scheme
only requiresthe recever to buffer pacletsfor the dura-
tion of onedisclosuredelay until the authenticityof the
pacletscanbe verified, hencethe buffer size only needs
to bethe multiplication of the network bandwidthandthe
disclosuredelay time. Assumingthat the recever has
a 10Mbps network connectionand a 500ms disclosure
delay the requiredbuffer size is around640kB, which
shouldin generalnot be a major concernwith today's
workstations. Assuming 512byte network paclets, the
computatioroverheado authenticat¢he pacletsis onthe
orderof 1280 HMAC computationgersecond Sincethe
openssHMA C-MD5 implementatiomprocessesntheor-
derof 120, 000 512-byteblockspersecondn a 500MHz
PentiumlIl Linux workstation,the estimatedprocessor
overheador TESLA authentications onthe orderof 1%
of theCPUtime.

Secondf the recever’s buffer sizeis not large enough
ascomputedaborve, flooding could resultin a DoS attack

2Source-Specifidlulticast (SSM)is anev multicastprotocol,anda
new IETF working groupwasformedin August2000[22]. SSMtends
to addresshis problemby enforcingthatonly onelegitimatesendercan
sendto the multicastgroup.

becausehe recevver would drop pacletsdueto alack of
buffer space?

An obvious solutionis to distribute a sharedsecretkey
to all receversandto adda MAC to eachpacletwith the
sharedsecrekey. Thisenablesreceverto quickly verify
thepaclet, but it allows anattaclerwho knowsthekey to
flood the clientsanyhow.

Anotherapproacthis to usethe key chainasaweakau-
thenticationmethod. Briscoe presentsa relatedmethod
for immediate authentication[8]. The recever pre-
authenticateshe paclet by verifying that the disclosed
key reallyis partof thekey chain.Basedon the disclosed
key, therecever canalsoimmediatelyderive thetime in-
tenal of the paclket andalsoimmediatelyverify the secu-
rity condition.Both checksareefficientanddonotrequire
ary additionalspaceoverheadn the paclet. An attacler
would needto receive apacletfrom thesenderextractthe
disclosedkey, andusethatkey to flood therecevers.For-
tunately thefloodingtime periodof eachkey is limited to
oneinterval duration.

Yetanothersolutionis to usetheimmediateauthentica-
tion we proposein section3.1. In this case the message
doesnot needto be addedto a queueif it is immediately
authenticated.

In practice therecever allocatesa queuefor eachtime
interval to buffer incoming pacletsuntil they canbe au-
thenticatedlf thereceverhastoo little memoryto buffer
all incomingtraffic during the disclosuredelay it needs
to decideon a drop or replacemenpolicy in caseof a
full buffer. Droppingall packetsof a particularinterval
oncethebufferis full is apoorpolicy, becausanattacler
might insert the spoofedtraffic only early in eachtime
interval, causingthe receversto buffer mostly spoofed
paclets. Ideally, the recever usesa randomreplacement
policy oncethe buffer is full. For eachincomingpaclet,
therecever picksa pacletwithin the buffer to replace.

DoSonthe Key Chain

AnotherDoSattackis specificto how the TESLA recever
reconstructshe key chain. If anattacler couldfool are-
ceiver to believe that a packet wassentout far in the fu-
ture,andthereceverwouldtry to verify thekey disclosed
in thepacletby applyingthe pseudo-randorfunctionun-
til the last committedkey chainvalue. This attackcan
be easilypreventedby checkingthatthe pacletinterval is
lessor equalthe latestinterval thatthe sendercanpossi-
bly bein. For anincomingpaclet sentin interval I;, the
recever canverify if theinterval I; is notin the future,
i.e. if thesendercanalreadybein thatinterval. Thever

3We do not considerthe flooding attackfrom a network perspectie
(whereflooding cancausdink congestiorandresultsin droppinglegit-
imatetraffic) becausery network protocolis susceptibleo this attack.



ification conditionis thatI; < [(¢; — To)/Tine), Where
t; is anupperboundon the senders time thattherecever
computesatthearrival of the paclet.

5 RelatedWork

Researcherdhiave proposedsigning data paclets to
achieve sourceauthentication. Sincea digital signature
achieves non-repudiation,a signatureis much stronger
than just authentication. As we mentionedin the intro-
duction,thecommunicatiorandcomputatioroverheadf
currentsignatureschemess moreexpensvethanschemes
that are basedon symmetriccryptography We will re-
view only the schemeghat provide sourceauthentica-
tion and not the schemesgproviding non-repudiationj.e.
[14, 29, 33, 25].

The earliestrelatedwork is by Cheung[11]. He pro-
posesa schemeakin to the basicTESLA protocolto au-
thenticatdink-staterouting updatesbetweerrouters. He
assumethatall theroutersin anetwork aretime synchro-
nizedup to +¢, anddoesnot considerthe caseof hetero-
geneousecevers.

Andersonet al. [1] presentthe Guy Fawkes protocol
which providesmessageauthenticatiorbetweentwo par
ties. Their protocolhasthe dravbackthatit cannottoler-
atepaclet loss. They proposetwo methodsto guarantee
thatthe keys arenot revealedtoo soon. The first method
is thatthe senderandrecever arein lockstep,i.e. there-
ceiver acknavledgesevery paclket beforethe sendercan
sendthenext paclet. This severelylimits thesendingrate
anddoesnotscaleto alargenumberof recevvers. Thesec-
ond methodto securetheir schemses to time-stampeach
pacletatatime-stampingservice whichintroducesaddi-
tional compleity andoverhead.

Canettietal. proposeto usek differentkeys to authen-
ticate every messagevith & different MAC's for sender
authenticatiorf9]. Everyreceierknowsm keysandcan
henceverify m MAC’s. Thekeys aredistributedin such
away thatno coalition of w receverscanforge a paclet
for a specificrecever. The communicatioroverheadfor
this schemds considerablesinceevery messagearries
k MAC’s. The sener mustalsocomputek MACsbefore
a pacletis sent,which makesit moreexpensve thanthe
schemave presentn this paper Furthermorethesecurity
of their schemedepend®on the assumptiorthatat mosta
boundedhumber(whichis ontheorderof k) of recevers
collude.

Briscoeproposeghe FLAMeS protocolthatis similar
to the Cheung11] andpartof thebasicTESLA protocol.
Bergadano,Cavalino, and Crispo presentan authentica-
tion protocolfor multicast[5]. Theirprotocolis similarto
Cheund11] andto partsof thebasicTESLA protocol.

Bergadano,Cavagnino, and Crispo, proposea proto-
col similar to the Guy Fawkes protocol to individually

authenticatedatastreamssentwithin a group[4]. Their
schemerequiresthat the senderecevesan acknavledg-
mentpaclketfrom eachreceverbeforeit cansendthe next
paclet. This preventsscalabilityto a large group. The
adwantagds thattheir protocoldoesnot rely ontime syn-
chronization.

Unfortunately their protocolis vulnerableto a man-in-
the-middleattack. To illustratethe attack,we briefly re-
view theprotocolfor onesenderandonerecever(adapted
to usethe samenotationaswe establishedn this paper):

B — A: KBo, SN, {KBo, SN},
A= B A1, MAC(K Ay, A1), K Ao, SN, {K Ao, SN} =+

B— A: KB
A— B: AQ,MAC(KAQ,A2),KA1

In theirschemebothA (thesenderandB (therecever)
pre-compute key chain, K A; and K B;, respectiely. In
the following attack,B intendsto authenticatalatafrom
A, but we will show thattheattacler I canforgeall data.
The attacler I capturesall messagefrom B andit can
pretendo B thatall themessagesomefrom A. To A, the
attacler I just pretendgo beitself.

B — I(A) : KBo, SN, {KBo, SN} -1
I—A:KIy,SN,{KIy, SN} -1
I
A—>1T: A1,MAC(KA1, A1),KAO,SN, {KA()’SN}K;l

I—-A:KI
A—1T: A2,MAC(KA2, AQ),KA1
I(A) = B : A}, MAC(K A1, A1), K Ao, SN, {K Ao, SN} 1

Notethattheattacler I canforgethecontentof themes-
sageA; sentto B, becausét knowsthekey KI;. Theat-
tacker I canforgethe entiresubsequentiessagetream,
without B noticing.

Another attackis that an earesdroppetthat recordsa
messagexchangebetweenA (sender)and B (recever)
can impersonatesither A or B as a recever to another
sendelC. Thisattackcanbeseriousf thesendeperforms
accesgontrolbasedntheinitial signaturepacletandthe
revealedkey chain. The attackis simple, the eavesdrop-
peronly needsto replaythe initial signaturesandall the
disclosedkeys collected.

6 Conclusions

In this paper we have presentedan extensionto our
TESLA schemewhich providesa solutionto the source
authenticationproblem under the assumptionthat the



senderand recever are loosely time synchronized.The
basicTESLA protocol hasthe following salientproper

ties:

Low computationoverhead. On the order of one
MAC function computation per paclet for both
senderndrecever.

Low communicationoverhead. Requiredis as lit-
tle asone MAC value per paclet. Periodically the
sendemlsoneedgo sendout the secrekeys.

Perfectlossrobustness.If a paclet arrivesin time,
therecever canverify its authenticityeventually (as
long asit receveslaterpaclets).

The extensionswve proposedn this paperfeature:

The basicTESLA schemeprovidesdelayedauthen-
tication. With additionalinformationin a paclet, we
shaw in this paperhow we can provide immediate
authentication.

We reducethe communicatioroverheadwvhenmul-
tiple TESLA instanceswith differentauthentication
delaysareusedconcurrently

We derive a tight lower boundon the disclosurede-
lay.

Hardenthesendemandthereceveragainsdenial-of-
serviceattacks.
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