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Abstract

In this paper, we introduce the conceptof hierarchy-tasal fault-local stabilization and a novel
self-healing/fault-cortainment technique and apply them in Stalk . Stalk is an algorithm for
tracking in sensornetworks that maintains a data structure on top of an underlying hierarchical
partitioning of the network. Starting from an arbitrarily corrupted state, Stalk satis es its
speci cation within time and communication cost proportional to the size of the faulty region,
de ned in terms of levels of the hierarchy wherefaults have occurred. This local stabilization is
achieved by slowing propagation of information as the levels of the hierarchy underlying Stalk
increase enabling more recen information propagatedby lower levelsto override misinformation
at higher levels before the misinformation is propagatedmore than a constart number of levels.
In addition, this stabilization is achieved without reducing the e ciency or availability of the
data structure when faults don't occur: 1) Operationsto nd the mobile object distanced away
take O(d) time and comnunication to complete, 2) Updatesto the tracking structure after the
object has moved a total of d distance take O(d log network diameter) amortized time and
commnunication to complete, 3) The tracked object may relocate without waiting for Stalk to
completeupdatesresulting from prior moves, and 4) The mobile object can move while a nd is
in progress.

Keyw ords: Sensornetworks, self-stabilization, fault-containment, tracking, distributed data structures.

\Ev erything is related to everything else,but near things are more related
than distant things".

Waldo Tobler's First Law of Geography

1 Intro duction

In a distributed system, faults can occur that might be propagated throughout the system. In some
systems, this propagation of errors might be unacceptable. Fault-containment or error con hement is
concernedwith preverting this propagation of faults beyond a small region. Exactly what is meart by
\small" is de ned as a polynomial of the perturbation size an error sewerity measure. Previously, the
perturbation size of a failure was de ned in terms of the number of errors that occurred. This measure
is conveniert for expressingthe seriousnesf a processorfault in the execution of an algorithm as long
asthe algorithm doesnot incorporate use of processorhierarchies.



Hierarchies have long beenimposed on networks of processorsto facilitate design of e cient and
scalableprotocols. For example, Awerbucdh and Peleg'stracking paper [6] described distributed directory
seners to store location information for mobile objects. The directory serners were composed of a
hierarchy of geographicallyde ned regional directories where directories at higher levels of the hierarchy
were responsible for maintaining information for larger regions of a network.

Another example of geographically de ned hierarchies used in distributed systemsare clusterings
basedon hierarchical partitionings. In sud a system, all processesare divided into level zero clusters.
Each of theseclusters cortain membersthat are closeto one another geographically and have a de ned
clusterhead. Theselevel zero clusterheadsare then partitioned into level one clusters, again containing
membersthat are closeto one another, and so on.

Using traditional de nitions of perturbation size, a fault that occurs at a single level zero process
during execution of a hierarchy-based algorithm has the same size as that of a fault of a single level
ten process.As a result, a fault-containing algorithm would have to prevent propagation of information
beyond an area whose size is a polynomial based on perturbation size one. This kind of level-blind
fault-containment is not always possible. Instead, it can be usefulto de ne perturbation sizeand fault-
containment in terms of the hierarchy. Perturbation sizewould be de ned in terms of levelswhere errors
occurred, and a fault-containing algorithm would be required to not propagate faults more than a small
number of levels in the hierarchy. In this paper, we de ne such a notion and useit to evaluate an
algorithm for tracking a mobile object.

Becauseof the recen growth of applications in mobile computing, cellular telephony, and military con-
texts, tracking of mobile objects hasrecertly received signi cant attention [6,8,12,20,22]. The DARPA
Network Embedded Software Tednology (NEST) program posedtracking as a challenge problem in
wireless sensornetworks, and seweral groups have delivered small-scale (100 node networks) tracking
demonstrations: pursuer-ewader tracking with one human cortrolled evader and three autonomous pur-
suersis shavcasedin [21], and detection, classi cation, and tracking of various intruders, such aspersons
and cars, are demonstratedin [3].

In addition to the opportunities they provide for tracking of objects, wireless sensornetworks also
imposeadditional challenges. Sensornodesare energy-constrained,and algorithms that require excessie
communication are unacceptablesincethey drain battery power quickly. Sensometworks are fault-prone,
messagdossesand corruptions and node failures are frequert, nodes can lose synchrony and programs
can reach arbitrary states[17]. On-site maintenanceis infeasible and hence sensornetworks should be
self-healing. Moreover self-healing should achieve fault-containment to prevert a fault in one region of
the network from contaminating the entire network and requiring a global correction, wasting the energy
of the nodesand reducing the availability of the tracking service.

Contributions. Our novel cortribution is to present a hierarchy-basedself-healing/fault-containment
technique and then demonstratethe conceptwith an algorithm for tracking in sensornetworks, which we
call Stalk (Stabilizing Tracking viA LayeredlinKs). To achieve scalability, Stalk employs a hierarchical
tracking structure. The tracking structure is a path imposedon an underlying hierarchical partitioning
of the sensornetwork into clusters, sudc as those provided by the self-stabilizing algorithm described
in [18]. We implement updatesto the tracking structure by meansof two local actions, grow and shrink.
The grow action enablesa path to grow from the new location of the mobile object to increasingly higher
levels of the hierarchy and connectto the original path. The shrink action cleansbranches desertedby
the object. Shrinking also starts at the lowest level and climbs to increasingly higher levels. Despite
the fact that grow and shrink occur concurrertly, we complete the move operation successfullyby using
suitably-chosentimers to determine when these actions are performed.

Stalk is hierarchy-basedfault-containing, preverting propagation of faults in the tracking structure
beyond a small number of levelsin the hierarchy. Starting from an arbitrarily corrupted state, it satis es
its speci cation in time and work proportional to perturbation size,de ned in terms of levels (as de ned
by the underlying hierarchy) where faults have occurred. We acdieve fault-containment by slowing
propagation of information asthe levels of the hierarchy underlying Stalk increase,enabling the more



recert information propagated by lower levelsto override misinformation at higher levels.

Stalk provides good locality guaranees; a move of the object being tracked to distance d away
requiresO(d logD) time and communication (work) to update the tracking structure, where D is the
network diameter. In the full version of our paper [11] we also describe a nd operation using the
tracking structure. A nd operation invoked at a processqueries neighboring processest increasingly
higher levels of the clustering hierarchy until it encourters a processon the tracking path. Once the
path is found, the nd operation follows it to its leaf to reach the mobile object. In the full versionwe
also show that a nd invoked within distance d of the mobile object requires O(d) work to reach the
object and that when no faults occur, our scheme for achieving fault-containment doesnot increasethe
complexity of tracking or nding. Furthermore, we shav that Stalk adiieves seamlesstracking of a
continuously moving object by allowing concurrert tracking and nding operations. For spacereasons,
we refer the readerto the full version[11] for theseresults and instead concerrate here on the tracking
program actions of Stalk and fault-containment.

Related work. The idea of employing a hierarchical structure for achieving scalability of tracking has
beenextensiwely researtied. The idea of using a partial information strategy to optimize both nds and
movesin a relatively static point-to-p oint network was investigatedin [6]. In [6], a hierarchy of regional
directories is constructed so that ead level | directory enablesa nodeto nd a mobile object within 2'
distance from itself. The communication cost of a nd for an object d away is O(d log?N) and that
of a move of distanced is O(d logD logN + log?’D=logN) (where N is the number of nodesand D
is network diameter). Howeer, a topology change, suc as a node failure, necessitatesa global reset of
the systemsincethe regional directories depend on a non-local clustering program [5] that constructs a
sparsecover of a graph.

In [9], the tracking problem is consideredfor a geometric network model similar to ours, and cost
complexity similar to ours is achieved. Howeer, the tracking structure maintained is not available
during moves of mobile objects and the program for nding a mobile object is only implicitly de ned.
This algorithm is alsonot fault-tolerant. Paperssud as[2,23]are concernedwith non-stabilizing solutions
for personalcommunication systemsand the mobile Internet Protocol, not sensornetworks. A location
servicefor ad hoc networks is described in [1] and provides attractiv e worst caseand average casecosts
and provides somefault-tolerance, though it is not fault-containing.

There has beenwork on self-stabilizing, though not fault-containing, tracking algorithms [10,12,15].
The distributed arrow protocol [15]is onesuch algorithm but su ers from the dithering problem |[where
an object moving bad and forth acrossa multi-lev el hierarchy boundary may lead to nonlocal updates.
The protocolsin [10] do not exploit the hierarchy idea and are not scalablefor large networks. In [12],
using a hierarchy of location seners, a stabilizing location managemen protocol is preseried. Howe\er,
the protocol in [12] does not ensurelocality of nds. In [14] another self-stabilizing algorithm using
hierarchies to solve a problem closeto tracking is preseried, though it too is not fault-containing.

Fault-containment of self-stabilizing algorithms in general has received growing interest [4,7,13,19],
though none of thesealgorithms usea hierarchy-basedconceptof fault-containment. The notion of fault
containment within the context of stabilization was rst formalized in [13]; algorithms were proposedto
contain state-corruption of a singlenode in a stabilizing spanningtree protocol. In [19] fault-containment
of Byzantine nodeswas studied in dining philosophersand graph coloring algorithms; this work required
the range of cortamination to be constart and is too limiting for problems such astracking and routing
where locality is not constart. In [7], a broadcast protocol was proposedto cortain obsenable variables
in the presenceof state corruptions, but the protocol allowed for global propagation of internal protocol
variables. Another protocol that achieved fault-lo cal stabilization in shortest path routing was preserted
in [4]. To achieve fault-containment the protocol usedprivileged cortainment actionsthat werea constart
time faster than the fault-intolerant program actions.

Organization of the paper. After presening the model in the next section, we presen the spec-
i cations of Stalk and a de nition for hierarchy-based fault-lo calization in Section 3. In Section 4,
we presert the move operation. Fault local stabilization actions for the tracking path are discussedin
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Section 5. Finally we concludeour paper in Section 6. For spacereasons,we relegate detailed proofs to
the Tednical Report [11].

2 Mo del

We considera sensornetwork consisting of multiple sensorlocations. Each sensorlocation plays host
to (possibly) multiple processeswith identi ers from a set P. In this paper, as a convertion, i and j
refer to processidenti ers, and i:x refersto the value of variable x at i.

We denote the location of a processi with lodi) (and for conveniencethe set of locations of process
setl with lodl)). The Euclidean distance betweenthe locations of i and j is denotedby dist(i; j).

Hierarc hical partitioning. Assumea hierarchical partitioning of processesver locations. Consider a
tree with levels O through M AX of all processes?. For ead processi we de ne:

1. Ivl(i), the level of processi in the tree,

2. h(i), i's parert in the tree (for corvenience,we de ne h(i) to bei if Ivi(i) = M AX),

3. h"(i), the iterated parent, de ned ash(i) if n = 1 and h(h" %(i)) otherwise,

4. children(i), i's children in the tree.

We assumea one-to-onecorrespondencebetweenthe level 0 processesn the tree and sensorlocations.
For a location v we denote the level 0 processresiding at v as procyg(v). We also assumethat for any i
such that IvI(i)> 0, i's location loq(i) is equal to lodj) of one of its children j.

This partitioning yields clusters For i suc that Ivi(i) = k+1; 0 k< MAX, children(i) together
form a cluster C at level k whoseclusterhead, head(C), isi. Radius(C) is the maximum distance from
head(C) to any processin C.

Next we introduce the symmetric neighbor relation. For level O processes;j, i6j, j 2 nbr(i) ()
dist(i;j) 1. Forlevelk > O processes; j, that are clusterheadsof level k 1 clustersC; and Cj, i and
j areneighborsif C; and C;j cortain two processeghat are neighbors.

Geometry assumptions. We x the following assumptionsabout the hierarchical partitioning:

1. Wedene areal constart r 3 to denote the cluster dilation factor; the radius of a level | cluster
is at leastr!, D

2. We de ne areal maximum cluster radius constart m 2= 3to bound the radius of a level | cluster
to be at most mr',

3. We de ne areal minimum cluster breadth constart q satisfying % g 2m to restricts the

locations in non-neightoring level | clustersto be greater than gr' apart.

The constraints imply a bound, ! , on the number of neighbors at any level | > 0. They also imply
that, for | > 0, the distance betweentwo neighboring level | processess within 2r' 1-to-2mr! 1, and
the distance betweena level | processand its children in the hierarchy is at mostmr' 1. This clustering
doesnot necessarilyimply a uniform tiling of the network, asradii of clusters at the samelevel are not
required to be the same. The network diameter, D, is the maximum distance betweenany two locations
in the network. Each node in the network is deployed with O(M AX ) storagewhere M AX  log:D.

An example of the clustering geometry with r = 3 can be found in Section 4. Our hierarchical parti-
tioning constraints can be realized by using a distributed and fault-lo cal stabilizing clustering protocaol,
Loci [18].

3 System speci cation

Here we describe the speci cation for the system.

Mobile object. The mobile object Evader residesat exactly one sensorlocation. We model the
Evader using object and no_object inputs at processes:An object; occurs at all processegesiding
at the object's current location and no _ob ject ; occursfor all other locations. When moving, the object
nondeterministically movesto a neighboring location.

STALK . Stalk consistsof two parts, Tracker and Finder , as seenin Figure 1. Tracker maintains
a tracking structure by propagating mobile object information obtained through object and no _object



inputs. Finder answersclient nd sby outputting found at the mobile object's current location. Finder
would query Tracker for location information through cpg requestsand Tracker would answer with
cpointer responses.

Figure 1. Stalk architecture at process i

Stalk is implemented distributiv ely by individual processecommunicating through channels. Each
processis assumedto have accesdo its own local timer, that advancesat the samerate at all processes.
We do not assumetime syndironization acrossprocesses.

Channels. We usea communication abstraction of a (possibly) multi-hop channel Channel ;; between
any two processes$ andj . Sud channelsare accessedising send(m) i; to sendfrom i and receiv e(m) j;
to receiwe at j. The cost of sendinga messagethrough Channel j; is dist(i; j), and in the absenceof
faults a messageas removed from the channel by at most  dist(i; j) time where is a known message
delay factor.

Fault model and tolerance specication. Processescan su er from arbitrary state corruption.
Thesefaults may occur at any time and in any nite number and order. Channelsmay su er faults that
corrupt, manufacture, duplicate, or lose messages.

We say a systemis self-stabilizingi starting from an arbitrary state the systemewventually recoversto
a consisten state, a state from whereits speci cation is satis ed. In Section4 we characterize consisten
states for our implementation.

A perturbation court for a given system state is the minimum number of processesvhosestate must
changeto achieve a consisten state of the system. For work and time calculationsthe level of \p erturb ed"
processesare important; a fault hitting a level | processa ects the entire level | cluster and henceits
sizeis r'. We de ne the perturbation size of a systemto be a weighted sum of the sizesof perturbed
processesA stabilizing systemis fault local stabilizing if the time and work required for stabilization are
bounded by functions of perturbation sizerather than systemsize.

Complete system. The complete systemis the composition of all channels,Evader and STALK .We
require the system be fault-lo cal stabilizing to a consistert state. Starting from a consistert state we
then require that if the object moves d distance, the amortized time and work to update the tracking
structure is O(d log(D)). (Other guaranteesand requiremerts relating to nd s and concurrert tracking
and nding are discussedin the Ted Report [11].)

4 Tracker

Here we describe how Tracker updates the tracking path after a move, assumingthat the mobile
object doesnot relocate until the updatesare completed. In [11], we relax this restriction and allow the
object to relocate while e ects of its previous movesare still rippling through the path.

Updatesto the tracking path are implemented by two local actions, grow and shrink. The grow action
enablesa new path to grow to increasingly higher levels of the clustering hierarchy and connectto the



original path at somelevel. The shrink action cleansold branchesdesertedby the mobile object starting
from the lowest levels.

A hierarchical partitioning of a network inevitably results in multi-level cluster boundaries: even
though two processesare neighbors they might be contained in dierent clusters at all levels (except
the top) of the hierarchy. If a processwereto always propagate grows and shrinks to its clusterhead,a
small movemert of the object badk and forth acrossa multi-lev el cluster boundary could result in work
proportional to the sizeof the network rather than the distance of the move. To resole this \dithering"
problem, we allow one lateral link per level in our tracking path. A processoccasionally connectsto the
original path with a lateral link to a neighboring processrather than by propagating a link to its parent
in the hierarchy.

To implemert Tracker, ead processi maintains a child pointer ¢, a parent pointer p, a grow timer
gtime, and a shrink timer stime. In the initial states,i:c = i:;p = ? and i:gtime = i:stime = 1 for all
i. We assumethe use of grow and shrink constarts g and s that satisfy:

s 105 m )

S+

r

A grow or shrink timer is setati for g r'V'() ors V() time respectively. The valuesfor the timers are

chosento satisfy the requiremerts on both the work calculationsin Section4.4 and the fault-containment
proofsin Sectionb.

Meg s m (2)

Signature: State:
Input: object ; c2 P [ f?g, initially ?
no _ob ject ; p2 P[ f?g, initially ?
cpqi ggack 2 P [ f?g , initially ?
receiv e(msQ);i ;j 2 P; gnbrquery P, initially ;
msg 2 fgquery, ack_gquery, grow, shrinkg update, a Boolean, initially f alse
Output: send (msQg)i; ;j 2 P; gtime 2 <, atimer, initially 1
msg 2 fgquery, ack_gquery, grow, shrinkg stime 2 <, atimer, initially 1
cpointer (j)i;j 2 P[ f?g now 2 <, atimer indicating current time at i

Figure 2. Signature and state of Tracker;

Tracker; answersa cpq; input (an information requestfrom Finder ;) with a cpointer (i:c); output,
providing the value of its child pointer. The sendsand receiv es propagategrows and shrinks asexplained
in detail below for processi.

4.1 Grow action

A grow updatesa path to point to the new location of the object.

If i is at level O, the object is at the samelocation asi, and i's child pointer ¢ doesnot point to itself,
then i becomedhe leaf of the tracking path by setting c to i and setting its grow timer, gtime, scheduling
a grow to be sert when gtime expires.

If i is above level 0 and receives a grow message,it setsits ¢ pointer to the sender, sets gtime
scheduling a grow to be sert to its prospective parert. i alsosendsa gquery messagdo its neighbors
to ched if the tracking path is readable through a neighbor. The tracking path allows the use of one
lateral link per level. A neighbor j that receivesthe gquery sendsan ack _gquery bad if j is on the
tracking path and there isn't already a lateral link pointing to j, i.e., if j;p points to its own clusterhead,
h(j). If i receivessud an ack_gquery from j then it setsp to point to j, in preparation for adding a
lateral link at j.

When gtime expires, if c is still non-? , meaning that the path has not shrunk while i's grow timer
was courting down, then a send (gro w) is performed to extend the tracking path. If i:;p points to a
neighbor j then the grow messagds sert to j, inserting a lateral link. Otherwise, if p= ?, i setsp to



Input: object Input: receiv e (ack_gquery) ji
e: ifc6i ™ |lvi(i) = 0then e: ifcé? ~ p=7? then
c:=i p:=j

gtime := now + g
Output: send (gro w) j;

Output: send (gquery) i; pre: now = gtime ~ c6 ? ~
pre: j 2 gnbrquery ((G3=p "~ p2nbr(i)) _ (=N ~ p=7?)
e: gnbrquery := gnbrquery fjg e: if p= ? then
if gnbrquery = ; then p := h(i)
gtime := now+ g rV'® gtime = 1
Input: receiv e (gquery) i Input: receiv e (gro w) j;
e: if p= h(i) then e: c=j
ggack := j if Ivi(i) = M AX then
p:=i
Output: send (ack_gquery) i; if p= ? then
pre: ggack = j gnbrquery := nbr(i)
e: ggack .= ?

Figure 3. Grow actions at process i

point to its own clusterheadh(i) and sendsa grow messagdo h(i), propagating the grow one level up
in the hierarchy. In either casegtime issetto 1 , andi's role in updating the tracking path is complete.

If agrow messageds received at i but i already hasa parert in the tracking path or is the M AX level
process,then i doesnot propagate the grow (it is already on the tracking path).

4.2 Shrink action

Input: no _ob ject ; Input: receiv e(shrink) j;
e: if Ivi(i)=0 ~ c6 ? then e: if c=j then
c=7? c=7?
stime := now + s stime := now+ s r"V'®

Output: send (shrink) i;

pre: now = stime ~ c=? ~ j=p
e: p:==7?
stime := 1

Figure 4. Shrink actions at process i

A shrink cleansold, desertedbranchesof the tracking path.

If i is at level 0 and has a non-? child pointer, but the mobile object is not at i's location, then i
removesitself from the leaf of the tracking path. It setsits child pointer cto ? and setsthe shrink timer
stime, sdheduling a shrink to be sert upon expiration of stime.

If i receivesa shrink messagdrom another process, i cheds to seewhether its child pointer ¢ points
to j (c might not point to j; it may have beenupdated to point to a processon a newer path). If c= j
then i removesitself from the path by setting cto ? and then setsits shrink timer, scheduling a shrink
messageo be sert to its parent p. Otherwise,if c6 |, i ignoresthe messageensuringthat shrink actions
cleanonly deadwood and not the ertire tracking path.

When stime expires, if cis still ?, meaningno newer path hasconnectedat i while stime wascounting
down, i sendsa shrink messagdo its parent p in the path and then setspto ?.

Example. Figure 5 depicts a sampletracking path. The path is seenpointing to a level 2 clusterhead,
which points to one of its hierarchy children, a level 1 clusterhead. That clusterhead has a lateral link



to another level 1 clusterheadthat points to a level O cluster where the object e is located. Deadwood is
denoted by the dotted path.

Figure 5. Tracking path example

4.3 Correctness

Here we presen systeminvariants and de ne consisten states of the system.
In the absenceof faults, every processi satis es |, the following v e conditions, at all times:
10. If Ivi(i) = 0 and object; occurstheni.c =i,
I1. If i:c 8 ? then one of the following holds:
(a) i:c = i and the object is at i,
(b) i:c points to one of its children in the clustering hierarchy, or
(c) i:c points to a neighbor and i:p points to
its parert in the clustering hierarchy,
2. If i:p 6 ? then either i:c & ? or i is executing a shrink action and will senda shrink to i:p,
I3. The dual: if i.c 6 ? then i;p 6 ? ori is executing a grow action and will senda grow to its
prospective parert,
4. If i.c 6 i andi:c 6 ? then (i:c):pis either i or ?. In the latter casea shrink from i.c is in transit
toi. O

1. i1 is a leaf and contains the object,

2. Every processbut i points to the next
processasits child, and

3. | is satis ed at all processesn the sequence.

A consistent state is a state where a complete tracking path existsand i:c = i:xp = ? for every process
i not in the tracking path.

Using invariant | it follows from the program actions that an execution starting from an initial state
eventually readesa consistert state and that consistert states are closedunder moves of the object.

In the casewherethe evader can relocate before updates have beencompletedit is necessaryto relax
the de nition of a tracking path and instead de ne a more general tracking structure describing path
segmetrs that satisfy certain reacability conditions. Details can be found in the Tecnical Report.

4.4 Work

In orderto prove our work claims, we must shaw that the timing of changesto the new and old tracking
paths satisfy certain relationships to ensurethat the old path is reused(via insertion of a lateral link) to



the extent possible. More speci cally, it follows from the assumptionson timer constarts s and g that
an old path being cleanedbottom-up from level O will not cleanone of its level | pointers beforea grow
starting at level 0 in the new path reaceslevel | and hasan opportunity to query one of those pointers,
allowing for the addition of a lateral link.

This allows us to reasonthat the new path (which grows by propagating pointers straight up the
hierarchy until it connectsto the old path) connectsto the pre-shrink old path at the lowestlevel process
that is either an iterated clusterheadof the new object location or a neighbor of such a clusterheadthat
is not itself connectedto the tracking path via a lateral link. In the latter case,the new path would
connectvia a lateral link.

We then prove the following theorem.

Theorem 4.10 Starting from a consistent state, move operations of the mobile object to a total of
distance d away require at most O(d ! mr M AX ) amortized work and O(d gr? M AX ) amortized
time to update the tracking path.

ro of sketch. The above reasoningimplies a level | pointer in the path is updated as often as every
}zf ar! distance becauseof the required use of lateral links at all levels below | (note that gr' is the

minimum distance between two non-neigtboring level | clusters). An O(mr' 1) work and O(gr') time
cost is incurred ead time a level | pointer is updated. The costs, multiplied by frequency of updates,
are summedfor ead level for the result. O

5 Fault-con tainmen t

After state corruption of a region of (potertially all) processesour tracking path healsitself in a
fault-lo cal manner within work proportional to perturbation size. Here we discusscorrection actions
enabling fault-lo cal stabilization of the path.

Through faults a shrink action can be mistakenly initiated. For example,when a portion of a tracking
path is hit by faults, higher level processef the path, unaware a healthy lower path exists, start a
shrink action. If \growth" at lower levels lags behind \shrinking" of upper levels, faults can propagate
through the ertire upper path. For fault-containment, grow actions started at lower levels must cortain
shrink actions.

Similarly, grow actions can be mistakenly initiated. Consider a garbage path with no object at its
leaf. The topmost processof this path, unaware that the path doesnot lead to the object, starts a grow
action. If \shrinking" from lower levels lags behind \growing" of upper levels, faults can contaminate
the ertire network. Thus shrinks started at lower levels must contain grows.

The above requiremerts are both satis ed by giving priority to actions with more recert information
regarding the path; actions from lower levels are privileged over onesat higher levels. We achieve this
by delaying shrink/grow for longer periods as the level of the processexecuting the action increases.
This way, propagation actions coming from belowr are subject to lesserdelays and can arrest mistakenly
initiated propagation actions; hierarchy-based fault-lo cal stabilization is achieved. We note that the
latency imposedby delaying is a constart factor of the communication delay to higher levels and does
not a ect the quality of tracking.

Stabilization. Here we presen correction actions for re-establishing the tracking path invariant |
starting from an arbitrarily corrupted state.

Internal: start-gro wi Internal: start-shrink
pre:c8? ~ p=7? ~ gtime 2[now;now+ g r"'®] pre: (c=? ~ p6 ? ~ stime Z[now;now+ s r"V'®))
e: if lvl(i) = MAX then _[p2 nbr(i) N c2 nbr(i)]
p=i e: ¢c=7?
if p= ? then stime := now+ s rV'®

gnbrquery := nbr(i)

Figure 6. Starting grow/shrink at process i



Output: send (heartb eat) j; Internal: heartb eat _set;

pre: now = next "~ | = p pre: p6 ? A next 2[now;now+ b V']
e: next:=now+b rv'® e: next:=now+b rViM
Input: receiv e (heartb eat) j; Internal: timeout _set;
e: ifc=7?then c:=j pre:c6 ? ~ c6i
if ¢=j then A timeout 2 [now; now + (b+ 2 m=r) r"'("]
timeout := now + (b+ 2 m=r) rV'® e: timeout := now+ (b+ 2 m) r"v'®

Internal: timeout _expire ;
pre: now = timeout ~ c6? ~ c6i
e: ci=7

Figure 7. Heartbeat actions at process i

Correction actions for 10 and I 1. 10 is establishedtrivially by object and no_object inputs. The
correction of | 1 follows from the domain assumptionswe make on non-? ¢, p and gnbrqguery variablesfor
i 2 P. Werequirethat i.c6 ? ) i:c 2 fnbr(i)[ children(i)g : i.c points to either a neighbor of i or to
a child of i. Similarly, we restrict the domain of non-? i:p variablesto fnbr(i)[ fh(i)ggand i:gnbrquery
to subsetsof nbr(i). Theseassumptionsare reasonablesincethe clustering provides a processwith the
identi ers of its neighbors, children, and clusterhead;a processcan locally chedk and set thesevariables
to ? if their valuesare outside their respective domains.

Correction action for 1 2. If i hasa valid parent but no valid child, then | 2 is correctedat i by setting
i:c = ? and sdeduling a shrink messagdo be sen to i:p.

Correction action for 13. If i hasa valid child but no parert, then a gquery messagses sert to i's
neighbors and a grow messagds stheduled to be sert to the future parent of i.

Correction actions for 14. To correct | 4 we use heartbeat messagesnd two timers: next for periodi-
cally sendingheartbeatsto the parent and a timeout for disscciating a child if no heartbeat is heard. The
correction actions usea constart b for calculating the frequency of heartbeat messageswhoseperiodicity
are tunable to achieve lesscommunication or faster detection. We require that b is more than twice s,
the shrink timer constart:

b 2s 3)
Intuitiv ely, this condition senesto preven a scenariowhere aggressiely scheduled heartbeats shrink the
original path beforea new growing path can reconnectto the original.

Every i with a non-? valued parert sendsa heartb eat messageo its parert every b r'V'() time by
setting next. Every time i receivesa heartb eat or grow messagdrom its child, i.c, i resetsits timeout
variable to (b+ 2 m=r) r'V0) (it is alsoresetupon receipt of a grow to prevert the scenariowhere the
heartbeat timeout of i expires scheduling a shrink just after i receivesa grow messagefrom a process
in a newly growing path). If i receivesa heartbeat from j but i.c = ? theni setsi:c := j. Otherwise, a
heartb eat messageaeceived from a processother than i.c is ignored.

If i hasanon-? valuedchild, is not a leaf, and hasnot received a heartb eat messagen a (b+ 2 m=r)
r'VI() time interval, then i:c is setto ?.

Stabilization of the next and timeout variables of the corrector is ensuredby keeping their values
within their respective domains.

Using the correction actions described above, we prove in Theorem 5.2, that Stalk is self-stabilizing
to a consisten state, where a complete tracking path exists.!

Theorem 5.2 Stalk is self-stabilizing. O

YIn the casewhere the evader can relocate before updates are completed, the algorithm self-stabilizes to a state where a
more general tracking structure exists, as mentioned in Section 4.3.
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Fault-lo cal stabilization.  To prove hierarchy-basedfault-lo cal stabilization we rst give a bound on
arresting distance of grow/shrink actions in Lemmas 5.3 and 5.4. In theselemmas, |, + 1 and I, are
respectively the lowest and highest perturb ed levels: faults occur only from level |1 + 1 through level |,.
We prove fault containment by showing that due to our timing assumptions, a correction propagated
from |, catches propagation of bad information at a level | > 15, leaving levels above | untouched by
faults. The proofsfor both lemmasare done by comparing the maximum time the propagation of a lower
wave takesto read level | versusthe minimum time the higher wave takesto passit.

Lemma 5.3 Propagation of a shrink action started at level |, + 1 catchespropagation of a grow action
started at levell, by level | wher

br btsr+gr 2s+3 m
gr s m

| = 1, + dog,

€ O

Lemma 5.4 Propagation of a grow action started at level |, catches propagation of a shrink action
started at levell, by level | wher

| = I+ dog, 2 2rs g me O
The size,l |,, of contamination due to fault propagation is independert of the network sizeand is

tunable via grow and shrink timer settings. In [11] we provide valuesthat satisfy theserequiremerts, as
well as a number of others(g= 5 m;s= 11 m;b= 11 mr).
Finally, the above two lemmasallow us to prove the following theorem:

Theorem 5.5 (Fault-lo cal stabilization) For a perturbation size S and a highestlevel L of corrup-
tion, our program self-stabilizesin O(S) work and O(r%) time. O

Pro of sketch. Eventhough there may be many di erent scenariosfor corruption, sincethey all lead to
either mispropagation of a shrink or a grow, they all can be castto the below two casesfor a perturb ed
processi: 1) i can be corrupted to think it hasa child and i grows up, 2) i can be corrupted to think it
has no child and i shrinks up.

In either casei learnsthe correct information within at most O(r'V'()) time and from the cortainment
argumerts in Lemmas 5.3 and 5.4 this correction wave cortains previous misinformed waves within a
constart number of levelsin the hierarchy, or O(r'V'()) time and work.

The work for fault-containment is additive: summation of the work for all perturb ed processegives
the work for the system. Howewer, since fault-containment takes place concurrertly for all perturbed
processesthe fault-containment time O(r") for the highestlevel perturb edprocesgat level L) dominates,
giving at most O(r") time. O

6 Concluding remarks

We presernied Stalk , a hierarchy-based fault-lo cal stabilizing tracking service for sensornetworks.
We usetwo conceptsto adcieve hierarchy-basedfault locality: hierarchical partitioning and level-based
timeouts for execution of actions. The key ideais to wait longer beforeupdating a wider region's view by
employing larger timeouts when propagating an update to higher levels of the hierarchy. This way, more
recert updates from lower levels can catch-up to and override the misinformed updates at higher levels
within a constart number of levels above the fault. While achieving fault-lo cal stabilization Stalk also
adheresto the locality of tracking operations. Moreover, by enabling concurrert move and concurrert
nd operations Stalk acdieves seamlessand continuous tracking of the mobile object. This last point
is described more fully in our Tednical Report [11].

Stalk has applications in messagerouting to mobile units and in pursuer/evader games. As part
of our e orts to dewvelop sensornetwork servicesin the DARPA/NEST program, we are implementing
Stalk on the Mica mote platform [16]. For future work, we are examining other problems that could
bene t from our hierarchy-basedlocal stabilization technique.
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