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Abstract. A switched probabilistic I/O automaton is a special kind of
probabilistic I/O automaton (PIO A), enriched with an explicit mech-
anism to exchange control with its environment. Every closed system
of switched automata satis�es the key property that, in any reachable
state, at most one component automaton is active. We de�ne a trace-
based semantics for switched PIOAs and prove it is compositional. We
also propose switch extensions of an arbitrary PIOA and use these ex-
tensions to de�ne a new trace-based semantics for PIOAs.

1 In tro duction

Probabilistic automata [Seg95,Sto02] constitute a mathematical framework for
modeling and analyzing probabilistic systems,speci�cally , systemsconsisting of
asynchronously interacting components capableof nondeterministic and proba-
bilistic choices.This framework has beensuccessfullyadopted in the studies of
distributed algorithms [LSS94,PSL00,Agg94] and practical communication pro-
tocols [SV99].

An important part of such a framework is a notion of visible behavior of
system components. This is used to derive implementation and equivalencere-
lations among components. For example, one can de�ne the visible behavior
of a nondeterministic automaton to be its set of traces (i.e., sequencesof visi-
ble actions that arise during executionsof the automaton [LT89]). This induces

? Supported by DFG/NW O bilateral cooperation project 600.050.011.01Validation of
Stochastic Systems (V OSS).

?? Supported by DARPA/AF OSR MURI Award #F49620-02-1-0325, MURI AF OSR
Award #F49620-00-1-0327, NSF Award #CCR-0326277, and USAF, AFRL Award
#F A9550-04-1-0121.

? ? ? Supported by MURST project Constraint-based Veri�cation of reactive systems
(CoVer).



an implementation (resp. equivalence) relation on nondeterministic automata,
namely inclusion (resp. equality) of setsof traces.

Perhapsthe most important property of an implementation relation is com-
positionality : if P implements Q, then for every context R, oneshould be able to
infer that PkR implements QkR. This property facilitates correctnessproofs of
complexsystemsby reducingproperties of a largesystemto properties of smaller
subsystems.In the setting of security analysis,for instance,compositionalit y en-
suresthat plugging securecomponents into a security preservingcontext results
again in a securecomponent [Can01].

Generalizing the notion of traces, Segala[Seg95] de�nes the visible behavior
of a probabilistic automaton as its set of trace distributions , where each trace
distribution is induced by a probabilistic scheduler which resolvesall nondeter-
ministic choices.This givesrise to implementation and equivalencerelations as
inclusion and equality of sets of trace distributions, respectively. It turns out
that this notion of implementation relation is not compositional. A simple coun-
terexample is illustrated in Figure 1.
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Fig. 1. Probabilistic automata Early, Late and Toss

As their namessuggest,automaton Early forces its scheduler to choosebe-
tween b and c as it choosesone of the two available a-transitions, whereasau-
tomaton Late allows its schedulers to make this decision after the a-transition.
Clearly, these two automata have the sameset of trace distributions, but they
can be distinguished by the context Toss. The composedsystem Latek Tosshas
a trace distribution D0 that assignsprobabilit y 1

2 to each of these traces: adb
and aec . Such total correlations betweenactions d and b, and betweenactions
e and c, cannot be achieved by the composite Early k Toss.

Inspired by this example, we establish in [LSV03] that the coarsestprecon-
gruencere�ning trace distribution preorder coincideswith the probabilistic sim-
ulation preorder. In other words, probabilistic contexts are capableof exposing
internal branching structures of other components.

Aside from its inspirational merits, this example reveals an unsatisfactory
aspect of the composition mechanism of probabilistic automata. Namely, nonde-
terministic choicesare resolved after the two automata are composed,allowing
the global scheduler to make decisionsin onecomponent using state information
of the other. This phenomenoncan be viewed as a form of \information leak-



age": the global scheduler channelsprivate information from one component to
the other, in particular, from Tossto Late.

In this paper, we present a composition mechanism where local scheduling
decisionsare basedon strictly local information. That is, (i) local nondetermin-
istic choicesof each component are resolved by that component alone; (ii) global
nondeterministic choices(i.e., inter-component choices)are resolved by somein-
dependent means.To addressthe �rst issue,we intro duce an input/output dis-
tinction to our model and pair each automaton with an input/output scheduler.
For the second,we intro duce a control-passage1 mechanism, which eliminates
global scheduling con
icts.

Before describing our model in greater detail, we take a quick look at re-
lated proposalsin the existing literature. (We refer to [SV04] for a comparative
study of various probabilistic models.) For purely synchronous, variable-based
models, global nondeterministic choices are resolved by \a voidance": in each
transition of the global system, all components may take a step. This intrinsic
feature of synchronous models allows De Alfaro, Henzingerand Jhala [dAHJ01]
to successfullyde�ne a compositional, trace-basedsemantics for their model of
probabilistic reactive modules. For asynchronous models such as probabilistic
automata, global nondeterministic choicesmust be resolved explicitly in order
to assigna probabilit y massto each possibleinterleaving of actions. Wu, Smolka
and Stark [WSS94] propose a compositional model based on probabilistic in-
put/output automata. In that model, global nondeterminism is resolved by a
\race" among components: each component draws a delay from an exponential
distribution (thus leaving the realm of discrete distributions). Assuming inde-
pendenceof theserandom draws, the probabilit y of two components drawing the
samedelay is zero, therefore there is almost always a unique winner.

In this paper, we intro ducethe model of switched probabilistic I/O automata
(or switched automata for short). This augments the probabilistic I/O automata
model with someadditional structures and axioms. In particular, we add a pred-
icate active on the set of states, indicating whether the automaton is active or
inactive. We require that locally controlled actions are enabled only if the au-
tomaton is active. In other words, an inactive automaton must be quiescent and
can only accept inputs from the environment.

A switched automaton changesits activit y status by performing special con-
trol input and control output actions. Control inputs switch the machine from
inactive to active and vice versafor control outputs. All other actions must leave
the activit y status unchanged. It is important that all control communications
are \handshakes": at most two components may participate in a synchronization
labeledby a control action. Togetherwith an appropriate initialization condition,
this ensuresthat at most one component is active at any point of an execution.
Intuitiv ely, we model a network of processespassinga single token amongthem,

1 Throughout this paper, the term control is used in the spirit of \con trol 
o w" in
sequential programming: a component is said to possessthe control of a system if it
is scheduled to actively perform the next action. This should not be confused with
the notion of controllers for plants, as in control theory.



with the property that a processenablesa locally controlled transition if and
only if it possessesthe token.

The main technical result of this paper is compositionalit y of a trace-based
semantics for switched probabilistic I/O automata (Section 6, Theorem 1). Sec-
tions 2 and 3 are devoted to the basic theory. There we intro ducenew technical
notions such as I/O schedulers,scheduledautomata and parallel composition of
scheduledautomata. In Section4, we de�ne pseudoprobabilistic executionsand
pseudotrace distributions for automata with open inputs, and prove important
projection and pasting results. Section5 treats two standard operators: renaming
and hiding. In Section 7, we proposethe notion of switch extensionsfor PIOAs,
which can be used to derive a new form of composition for the original PIOA
model. Concluding discussionsfollow in Section 8. Due to spaceconstraints, we
have omitted many proofs. These can be found in a full version of this paper
available at
http://www.cs.ku n.n l/ ita /p ublic at ion s/ papers/ fva an/swit ched. ht ml.

2 Preliminaries

In this section, we de�ne probabilistic I/O automata and somerelated notions.
This is a straightforward combination of the Input/Output Automata model
of Lynch and Tuttle [LT89] and the Simple Probabilistic Automata model of
Segala[Seg95].

A discreteprobability (resp.sub-probability) measure over a setX is a measure
� on (X ; 2X ) such that � (X ) = 1 (resp. � (X ) � 1). With slight abuseof notation,
we write � (x) for � (f xg). The set of all discrete probabilit y measuresover X is
denoted Disc(X ); similarly for SubDisc(X ). Moreover, we useSupp(� ) to denote
the support of a discrete measure� : the set of elements in X to which � assigns
nonzeromeasure.Givenx 2 X , the Dir ac distribution on x is the unique measure
assigningprobabilit y 1 to x, denoted (x 7! 1).

A probabilistic I/O automaton (PIO A) P consistsof:

{ a set States(P) of states and a start state s0 2 States(P);
{ a set Act(P) of action symbols, partitioned into: I (input actions), O (output

actions) and H (hidden actions);
{ a transition relation !� States(P) � Act(P) � Disc(States(P)).

An action is visible if it is not hidden. It is locally controlled if it is non-input
(i.e., either output or hidden); we de�ne L := O [ H . We write s a! � for
hs; a; � i 2! , and s a! s0 if there exists � with s a! � and s0 2 Supp(� ). A
state is quiescent if it enablesonly input actions. A PIOA is closed if its set of
input actions is empty. As with I/O automata, we always assumeinput enabling:
8s 2 States(P) 8a 2 I 9� : s a! �:

An execution of P is a (possibly �nite) sequencep = s0a1� 1s1a2� 2s2 : : : ;
such that:

{ each si (resp., ai , � i ) denotesa state (resp., action, distribution over states);



{ s0 = s0 and, if p is �nite, then p endswith a state;
{ for each non-�nal i , si

a i +1! � i +1 and si +1 2 Supp(� i +1 ).

In someliterature, executionsare de�ned to be sequencesof statesand actions in
alternating fashion, thus omitting the target distributions. We adopt the current
style for a more straightforward generalization to probabilistic executions.

Given a �nite executionp, we uselast(p) to denotethe last state of p. A state
s is reachableif there exists a �nite execution p such that last(p) = s. We write
Exec(P) for the set of all executions of P and Exec<! (P) for the set of �nite
executions.Given an execution p, the sequenceof visible action symbols in p is
called the (visible) trace of p, denoted tr (p).

A �nite set of PIOAs f P1; : : : ; Pn g is said to be compatible if for all i 6= j ,
Oi \ Oj = Act(Pi ) \ H j = ; . Such a set is closed if

S
1� i � n I i �

S
1� i � n Oi : We

de�ne P = k1� i � n Pi as usual with synchronization of sharedactions:

{ States(P) :=
Q

1� i � n States(Pi ) and the start state of P is hs0
1; : : : ; s0

n i ;
{ I :=

S
1� i � n I i n

S
1� i � n Oi , O :=

S
1� i � n Oi , and H :=

S
1� i � n H i ;

{ given a state hs1; : : : ; sn i , an action a and a target distribution � , there is a
transition hs1; : : : ; sn i a! � if and only if � is of the form � 1 � : : : � � n and
for all 1 � i � n,

� either a 2 Act(Pi ) and si
a! � i ,

� or a 62Act(Pi ) and � i = (si 7! 1).

Notice k is commutativ e and associative for PIOAs (up to isomorphism).
The notion of (probabilistic) schedulers for a PIOA P is intro duced as a

means to resolve all nondeterministic choices in P. Each scheduler consists of
an input component and an output component. Given a �nite history of the
automaton, the output scheduler choosesprobabilistically the next locally con-
trolled transition, whereasthe input scheduler responds to inputs from the en-
vironment and choosesprobabilistically a transition carrying the correct input
symbol.

De�nition 1. An input scheduler � for P is a function

� : Exec<! (P) � I � ! Disc(! )

suchthat for all hp; ai 2 Exec<! (P) � I and transitions (s b! � ) 2 Supp(� (p;a)) ,
we haves = last(p) and b = a. An output scheduler � for P is a function

� : Exec<! (P) � ! SubDisc(! )

such that for all p 2 Exec<! (P) and transition (s a! � ) 2 Supp(� (p)) , we have
s = last(p) and a 2 L . An I/O scheduler for P is then a pair h� ; � i where � is
an input scheduler for P and � is an output scheduler for P.

Notice input schedulers must return a discrete probabilit y distribution, re-

ecting the requirement that each input issuedby the environment is received



with probabilit y 1. (This is always possible becauseof the input enabling as-
sumption.) In contrast, output schedulersmay chooseto halt with an arbitrary
probabilit y � by returning a proper sub-distribution whosetotal probabilit y mass
is 1 � � . Finally, we write � (p;a)( � ) as a shorthand for � (p;a)( last(p) a! � ) and
� (p)(a; � ) for � (p)( last(p) a! � ).

Consider a closedPIOA P. Obviously, any I/O scheduler for P has a triv-
ial input component (i.e., the empty function). Every output scheduler � thus
induces a purely probabilistic behavior, which is captured by the following no-
tion of probabilistic executions.The probabilistic execution induced by � is the
function Q� : Exec<! (P) � ! [0; 1] de�ned recursively by:

{ Q� (s0) := 1, where s0 is the initial state of P;
{ Q� (p0) := Q� (p) � � (p)(a; � ) � � (s0), where p0 is of the form pa�s 0.

A probabilistic execution Q� induces a probabilit y spaceover the sample
space
 P := Exec(P) as follows. Let v denote the pre�x ordering on sequences.
Each p 2 Exec<! (P) generatesa cone of executions:C p := f p0 2 Exec(P) j p v
p0g: Let FP denote the smallest � -�eld generatedby the collection f C p j p 2
Exec<! (P)g. There exists a unique measurem � on FP with m � [Cp] = Q� (p) for
all p in Exec<! (P); therefore Q� givesrise to a probabilit y space(
 P ; FP ; m � ).

Trace distributions are obtained from probabilistic executions by removing
non-visible elements. In our case,theseare states, hidden actions and distribu-
tions of states.To state this precisely, we needthe notion of minimal executions:
a �nite execution p of P is said to be minimal if every proper pre�x of p has a
strictly shorter trace. Notice, the empty execution (i.e., the sequencecontaining
just the initial state) is minimal. Moreover, if p is nonempty and �nite, then p
is minimal if and only if the last transition in p has a visible action label. For
each � 2 Act(P)<! , let tr -1

min (� ) denote the set of minimal executionsof P with
trace � .

Now we de�ne a lifting of the trace operator tr : Exec<! (P) � ! Act (P)<! .
Given a function Q : Exec<! (P) � ! [0; 1], de�ne tr (Q) : Act(P)<! � ! [0; 1] by

tr(Q)( � ) :=
X

p2 tr -1
min ( � )

Q(p):

Given an output scheduler � of a closedPIOA P, the trace distribution induced
by � (denoted D � ) is simply the result of applying tr to the probabilistic exe-
cution Q� . That is, D � := tr (Q� ). We often use variables D , D 0, etc. for trace
distributions, thus leaving the scheduler � implicit.

Similar to the caseof probabilistic executions,each D � inducesa probabilit y
measureon the samplespace
 := Act(P) � ! . There the � -�eld F is generated
by the collection f C � j � 2 Act(P)<! g, where C � := f � 0 2 
 j � v � 0g. The
measurem � on F is uniquely determined by the equationsm � [C � ] = D � (� ) for
all � 2 Act(P)<! .

In the literature, most authors de�ne probabilistic executions (resp. trace
distributions) to be the probabilit y spacesh
 P ; FP ; m � i (resp. h
 ; F ; m � i ).
Here we �nd it more natural to reasonwith the functions Q� and D � , rather



than the induced measures.We refer to [Seg95] for thesealternativ e de�nitions
and proofs that they are equivalent to our versions.

3 Switc hed Probabilistic I/O Automata

As we arguedin Section1, onemust distinguish betweenglobal and local nonde-
terministic choicesand must resolve them separately. This section describesour
solution, namely, an explicit mechanism of control exchangeamongparallel com-
ponents. The presentation is organizedas follows: (i) �rst we de�ne pre-switched
automata, where we describe control action signatures and the Boolean-valued
state variable active; (ii) then we intro duce the notion of input well-behaved ex-
ecutions of a pre-switched automaton and state four axioms de�ning switched
automata; (iii) �nally , we intro duce the notion of a scheduled automaton, essen-
tially a switched automaton paired with an I/O scheduler.

For technical simplicit y, we assumea universal set Act of action symbols
such that Act(P) � Act for every PIOA P. Moreover, Act is partitioned into
two sets:BAct (basic actions) and CAct (control actions). Both setsare assumed
to be countably in�nite, so we can rename hidden actions using fresh symbols
whenever necessary(cf. Section 5).

De�nition 2. A pre-switched automaton P is a PIOA endowed with a function
active: States(P) � ! f 0; 1g and a set Sync � O \ CAct of synchronized control
actions.

We use variables P, Q, etc. to denote pre-switched automata. Given a pre-
switched automaton P, we further classify its action symbols:

{ BI := I \ BAct (basic inputs);
{ BO := O \ BAct (basic outputs);
{ CI := I \ CAct (control inputs);
{ CO := (O \ CAct) n Sync (control outputs).

Essentially , we have a partition f BI ; BO; H ; CI ; CO; Syncg of Act(P). We say
that P is initial ly active if active(s0) = 1. Otherwise, it is initial ly inactive.

As described in Section 1, the Boolean-valued function active on the states
of P indicates whether P is active or inactive, while control actions allow P to
exchangecontrol with its environment. The designation of synchronized control
actions helps to achieve the \handshake" condition on control synchronizations:
whenever we composetwo automata, we classify the shared control actions as
\synchronized", so that they are no longer available for further synchronization
with a third component. This is made precisein the de�nitions of compatibilit y
and composition for pre-switched automata.

A �nite set of pre-switched automata f P1; : : : ; Pn g is said to be compatible if
(i) f P1; : : : ; Pn g is a compatible set of PIOAs; (ii) for all i 6= j , Act(Pi ) \ Syncj =
CI i \ CI j = ; ; (iii) at most one Pi is initially active. Notice that such a set is
compatible if and only if for all i 6= j , Pi and Pj are compatible. The paral-
lel composition of f P1; : : : ; Pn g, denoted k1� i � n Pi , is the result of composing
P1; : : : ; Pn as PIOAs, together with:



{ Sync :=
S

1� i � n Synci [
S

1� i;j � n (CI i \ CO j );
{ active(s1; : : : ; sn ) = 1 if and only if for somei , activei (si ) = 1.

Clearly, the compositek1� i � n Pi is againa pre-switchedautomaton. In the binary
case,we write P1kP2 as shorthand for k1� i � 2Pi . Observe that P1kP2

�= P2kP1;
that is, composition of pre-switched automata is commutativ e up to isomor-
phism. Next we check that composition is also associative on the classof pre-
switched automata.

Lemma 1. Let P1, P2 and P3 be pre-switched automata. AssumeP1 is compat-
ible with P2, and P3 is compatible with P1kP2. Then P2 is compatible with P3,
and P1 is compatible with P2kP3. Moreover, (P1kP2)kP3

�= P1k(P2kP3).

Recall that switched automata are intended to be composedin such a way
that at most onecomponent is active at any point of an execution. In particular,
any environment automaton must also follow the rules of control exchange;that
is, after activating somesystemcomponent, the environment must itself become
inactive. This leads to the de�nition of input well-behavedness. Let P be a pre-
switched automaton. An input transition s a! � is well-behaved if active(s) = 0.
An execution p of P is input well-behaved if all input transitions occurring in
p are well-behaved. Let Exec<!

iwb (P) denote the set of �nite, input well-behaved
executionsof P. Moreover, we say that a state s is input well-behaved reachable,
notation iwbr(s), if there exists an input well-behaved execution p such that
s = last(p). Clearly, the empty execution is input well-behaved and thus the
initial state is always input well-behaved reachable. If P is closed(i.e., I = ; ),
then every execution of P is trivially input well-behaved and every reachable
state is input well-behaved reachable. We are now prepared to de�ne the notion
of switched probabilistic I/O automata.

De�nition 3. A switched (probabilistic I/O) automaton is a pre-switched au-
tomaton P that satis�es the following axioms.

s a! � ^ active(s) = 0 ) a 2 I (1)

s a! s0 ^ a 2 CI ) active(s0) = 1 (2)

s a! s0 ^ a 62CI [ CO ) active(s) = active(s0) (3)

iwbr(s) ^ s a! s0 ^ a 2 CO ) active(s0) = 0 (4)

These four axioms formalize our intuitions about control passage.Axiom (1)
requires all inactive states to be quiescent. Axioms (2) and (4) say that control
inputs lead to active states and control outputs to inactive states. Axiom (3)
says that non-control transitions and synchronized control transitions do not
change the activit y status. Together, they describe an \activit y cycle" for the
automaton P: (i) while in inactive mode, P does not enable locally controlled
transitions, although it may still receive inputs from its environment; (ii) whenP
receivesa control input it movesinto active mode, where it may perform hidden
or output transitions, possibly followed by a control output; (iii) via this control
output P returns to inactive mode.



Notice that Axiom (4) is required for input well-behaved reachable states
only. Without this relaxation, the composition of two switched automata may
not satisfy Axiom (4).

Weproceedto con�rm that the classof switchedautomata is closedunder the
parallel composition operator for pre-switched automata. A set f P1; : : : ; Pn g of
switched automata is compatible if the set of underlying pre-switched automata
is compatible. De�ne the composite, k1� i � n Pi , to be the result of composing
the switched automata as pre-switched automata. The �rst three axioms can
be veri�ed by unfolding the de�nition of active in a composition and applying
appropriate axioms for the components. Axiom (4) follows from Lemma 2 below.
The proof is by induction on the length of executions and relies heavily on
invariant-style reasoningbasedon the de�nition of input well-behavedexecutions
and the axioms of switched automata.

Lemma 2. Let f P1; : : : ; Pn g be a compatible set of switched automata. For each
�nite, input well-behaved execution p of k1� i � n Pi , we have:

(i) for all i , � i (p) is also input well-behaved;
(ii) there is at most one i such that activei (� i (last(p))) = 1.

To summarize,k1� i � n is a well-de�ned n-ary operator for switched automata
and, in the binary case,associativit y of k follows from Lemma 1.

Next we turn to scheduling decisions. The notion of I/O schedulers for
switched automata is inherited from that of its underlying PIOA.

De�nition 4. A scheduled automaton is a triple hP; � ; � i such that P is a
switched automaton and h� ; � i is an I/O scheduler for P.

We useletters S, T , etc. to denote scheduled automata. For each 1 � i � n,
let Si denotea scheduledautomaton hPi ; � i ; � i i . The set f Si j 1 � i � ng is said
to be compatible if f Pi j 1 � i � ng is compatible asa set of switched automata.
Given such a compatible set of scheduled automata, we obtain its composite by
combining the I/O schedulersfh� i ; � i i j 1 � i � ng into an I/O scheduler h� ; � i
for the switched automaton k1� i � n Pi .

De�nition 5. Suppose f Si j 1 � i � ng is a compatible set of scheduled au-
tomata, where Si = hPi ; � i ; � i i for each i . We construct from this set a com-
posite scheduled automaton k1� i � n Si := hP; � ; � i as follows.

{ P := k1� i � n Pi .
{ For every �nite execution p of P with last(p) = s and for every a 2 I ,

� � (p;a)( t b! � ) := 0 if t 6= s or b 6= a;
� otherwise, � (p;a)(s a! � 0 � : : : � � n ) := � i ci , where ci equals

� � i (� i (p); a)( � i ), if a 2 I i ;
� 1, otherwise.

{ For every �nite execution p of P with last(p) = s,
� � (p)( t a! � ) := 0 if p is not input well-behaved, t 6= s, or a 62L ;



� otherwise, � (p)(s a! � 0 � : : : � � n ) := � i ci , where ci equals
� � i (� i (p))( a; � i ), if a 2 L i ;
� � i (� i (p); a)( � i ) if a 2 I i ;
� 1, otherwise.

It is routine to check that � (p;a) is a discrete distribution for all p 2
Exec<! (P) and a 2 I . Lemma 2 guarantees that, at the end of every input
well-behaved �nite execution p, there is at most one i such that component i
enablesa locally controlled transition. This allows us to concludethat � (p) is a
discrete sub-distribution for all p 2 Exec<! (P).

As usual, we write S1kS2 for k1� i � 2Si , provided S1 and S2 are compati-
ble. Associativit y of k for scheduled automata follows from that for switched
automata and a routine check on the I/O schedulers. Finally, the notions of
probabilistic executions and trace distributions for closed scheduled automata
are inherited from thoseof PIOAs. In particular, we write QS (respectively, DS )
for the probabilistic execution (respectively, trace distribution) induced by the
output scheduler of a closedscheduled automaton S.

4 Pro jection and Pasting

In this section, we study projection and pasting of probabilistic behaviors. Such
results are essential elements in constructing a compositional modeling frame-
work. We begin by intro ducing the notion of regular executions,which will be
used to de�ne pseudo trace distributions for automata with open inputs. In
Lemma 5, we prove that the pseudodistribution of a composite is uniquely de-
termined by those of its components. Finally, we prove the main pasting lemma
for closedautomata (Lemma 7), which plays a crucial role in the proof of our
main compositionalit y theorem (Theorem 1).

Given an execution p of a switched automaton P, we say that p is regular if
it is both minimal and input well-behaved. Given a �nite sequence� of visible
actions in P, let tr -1

reg(� ) denote the set of regular executionsof P with trace � .
Notice that regularity coincideswith minimalit y in caseP is closed.

Lemma 3 states that, given a �xed trace, there is a bijective correspondence
betweenthe set of regular executionsof the composite and the Cartesianproduct
of the setsof regular executionsof the two components.

Lemma 3. Let X denote tr -1
reg(� ) in P1kP2. Let Y and Z denote tr -1

reg(� 1(� )
in P1 and tr -1

reg(� 2(� )) in P2, respectively. There exists an isomorphism zip :
Y � Z � ! X whoseinverse is h� 1; � 2i .

Next we intro duce a notion of pseudoprobabilistic execution for automata
with open inputs. The de�nition itself is completely analogousto probabilistic
executionsfor closedautomata; however, a pseudoprobabilistic execution does
not always induce a probabilit y measure,becauseit doesnot take into account
the probabilities with which inputs are provided by the environment.



De�nition 6. Let S = hP; � ; � i be a scheduled automaton. De�ne the pseudo
probabilistic execution Q of S as follows: for all �nite executions p0 of S,

{ if p0 is of the form s0, where s0 is the initial state of S, then Q(p0) := 1;
{ if p0 is of the form pa�s 0 with a 2 I , then Q(p0) := Q(p) � � (p;a)( � ) � � (s0);
{ if p0 is of the form pa�s 0 with a 2 L , then Q(p0) := Q(p) � � (p)(a; � ) � � (s0):

Similarly, we de�ne pseudotrace distributions.

De�nition 7. Let S = hP; � ; � i be a scheduled automaton. The pseudo trace
distribution D of S is the function from (Act(S) n H S )<! to [0; 1] given by
D(� ) :=

P
p2 tr -1

reg( � ) Q(p); where Q is the pseudoprobabilistic execution of S.

Notice that, if S is closed, then the pseudoprobabilistic execution of S co-
incideswith the probabilistic execution of S. Moreover, an execution of a closed
automaton S is regular if and only if it is minimal, thus the pseudotrace distri-
bution of S coincideswith the trace distribution of S.

For the rest of this section, let S and T be a pair of compatible scheduled
automata. Let QSkT , QS and QT denote the pseudoprobabilistic executionsof
SkT, S and T, respectively. Similarly for pseudotrace distributions D SkT , DS

and DT . Lemma 4 below says we can project a pseudoprobabilistic execution
of the composite to yield pseudo probabilistic executions of the components.
The proof is routine, by induction on the length of executions.Lemma 5 then
combines Lemma 3 and Lemma 4 to show the analogousprojection result for
pseudotrace distributions.

Lemma 4. For all �nite executions p of SkT, we have QSkT (p) = QS (� 1(p)) �
QT (� 2(p)) .

Lemma 5. Let � be a �nite sequence of visible action symbols of SkT. Then
DSkT (� ) = DS (� 1(� )) � DT (� 2(� )) .

To prove the main pasting lemma, we need yet another technical result;
namely, inputs must be receivedwith probabilit y 1. This can be viewedas\input
enabling" in the probabilistic senseand it follows from basicproperties of target
distributions and input schedulers.

Lemma 6. Let � be a �nite sequence of visible action symbols of SkT and let
a 2 Act (SkT) be given. If a is not locally controlled by T, then D T (� 2(� )) =
DT (� 2(�a )) .

Two switched/scheduledautomata are said to be comparable if they have the
samevisible signature and their start states have the samestatus. We are now
ready for the main pasting lemma.

Lemma 7 (P asting). Let S1, S2, T1 and T2 be scheduled automata satisfying
(i) S1 and S2 are comparable; (ii) f S1; T1g, f S2; T2g and f S1; T2g are compatible
sets;(iii) the pseudotrace distributions D S1 kT1 and DS2 kT2 coincide (denoted D).
Then D also coincides with the pseudotrace distribution D S1 kT2 .



5 Renaming and Hiding

In this section, we consider the standard renaming and hiding operators. We
start with an equivalencerelation on switched automata: P1 � R P2 just in case
there exists a bijection f : H 1 � ! H2 such that P2 can be obtained from
P1 by replacing every hidden action symbol a 2 H 1 by f (a) 2 H2 (notation:
P2 = f (P1)).

It is routine to check this is in fact an equivalencerelation. If P1 � R P2, wesay
that P2 can be obtained from P1 by renaming of hidden actions. This operation
also induces an equivalence relation on scheduled automata: hP1; � 1; � 1 i � R

hP2; � 2; � 2i just in casethere exists a renaming function f such that P1 � R P2

via f and h� 2; � 2i is obtained from h� 1; � 1i via f and f -1 (notation: S2 = f (S1)).
The following lemma says, as long as the renaming operation doesnot intro-

duce incompatibilit y of signatures,it doesnot a�ect the behavior of an automa-
ton in a closing context.

Lemma 8. Let S and C be compatible scheduled automata with SkC closed.
SupposeS � R S0 via the renaming function f : H � ! H 0 with H 0 disjoint from
Act(C). Then f S0; Cg is closed and compatible and D SkC = DS0kC .

Next we considerthe issueof hiding output actions. Let Hidedenotethe stan-
dard hiding operator for PIOA. This is also an operator for switched automata,
provided we hide only basic outputs and synchronized control actions.

Lemma 9. Let P be a switched automaton and let 
 � BO [ Sync be given.
Then Hide
 (P) is again a switched automaton.

Notice that every I/O scheduler for P is an I/O scheduler for Hide
 (P).
Therefore Hide can be extended to scheduled automata:

Hide
 hP; � ; � i := hHide
 (P); � ; � i :

In the rest of this section we investigate the e�ect of Hide
 on (pseudo)
trace distributions. Let S = hP; � ; � i be a scheduled automaton with signature
hI ; O; H i . For convenience,write P 0 for Hide
 (P), O0 for O n 
 , and tr 0 for the
trace operator for Hide
 (P). (If we view Hide
 as an operator on traces, then
tr0 is precisely Hide
 � tr .)

Moreover, for all � 0 2 (I [ O0)<! , let M � 0 denotethe set of all minimal (w.r.t.
v ) traces in Hide


-1(� 0). That is, if � 0 is empty, then M � 0 is the singleton set
containing the empty trace � ; otherwise,

M � 0 := f � 2 (I [ O)<! j Hide
 (� ) = � 0 and the last symbol on � is not in 
 :g

We make a simple observation about minimal executionsof P and those of P 0.

Lemma 10. For all � 0 2 (I [ O0)<! , the following two setsare equal:

{ X :=
S

� 2M � 0
f p 2 Exec<! (P) j tr (p) = � and p minimal w.r.t. trg;



{ Y := f p 2 Exec<! (P0) j tr0(p) = � 0 and p minimal w.r.t. tr 0g.

Now consider the pseudo trace distribution D S . De�ne the e�ect of Hide
 on
DS to be the following function from O0<! to [0; 1]:

Hide
 (DS )( � 0) :=
X

� 2M � 0

DS (� ):

We have the following corollary of Lemma 10.

Corollary 1. The pseudotrace distribution of Hide
 (S) is precisely Hide
 (DS ).
That is, DHide
 (S) = Hide
 (DS ).

Finally, we consider the e�ect of hiding in a parallel composition. We claim
that the act of hiding in onecomponent doesnot a�ect the behavior of the other,
as long as the actions being hidden in the �rst component are not observable
by the secondcomponent. This idea is captured in the following lemma, which
follows from Corollary 1 and Lemma 5.

Lemma 11. Let S1, S2, T be scheduled automata satisfying: (i) S1 and S2 are
comparable and (ii) T is compatible with S1 and S2. Let 
 � OT be given and
let T 0 denoteHide
 (T ). If T 0 is compatible with S1 (and thus with S2), then

DS1 kT = DS2 kT , DS1 kT 0 = DS2 kT 0:

6 Probabilistic Systems

In this section, we give a formal de�nition of our implementation preorder and
prove compositionalit y. The basic approach is to model a system as a switched
PIOA together with a set of I/O schedulers.Observable behavior is then de�ned
in terms of trace distributions induced by the prescribed schedulers.

Formally, a probabilistic system P is a set of scheduled automata that share
a commonunderlying switched automaton. (Equivalently , a probabilistic system
is a pair hP; Si whereP is a switched automaton and S is a set of I/O schedulers
for P.) Such a system is ful l if S is the set of all possibleI/O schedulersfor P.

Two probabilistic systemsP1 = hP1; S1 i and P2 = hP2; S2i are compatible
just in caseP1 is compatible with P2. The parallel composite of P1 and P2,
denoted P1kP2, is the probabilistic system: f S1kS2 j S1 2 P1 and S2 2 P2g.
Notice the underlying automaton of the composite is P1kP2.

Let S be a scheduledautomaton. A context for S is a scheduledautomaton C
such that (i) C is compatible with S; (ii) S and C havecomplementary signatures
(i.e., I C = OS and I S = OC ). Given probabilistic system P = hP; Si , we say
that D is a trace distribution of P just in casethere exist scheduled automata
S 2 P and context C for S such that D = D SkC . We write td(P) for the set of
trace distributions of P.

Two probabilistic systemsare comparable whenever the underlying switched
automata are comparable.Given comparablesystemsP1 and P2, we de�ne the



trace distribution preorder by: P1 � td P2 whenever td(P1) � td(P2). We are now
ready to present our main theorem, namely, that the trace distribution preorder
for probabilistic systemsis compositional.

Theorem 1. Let P1 and P2 be comparableprobabilistic systemswith P1 � td P2.
SupposeP3 is compatible with both P1 and P2. Then P1kP3 � td P2kP3.

7 PIO A Revisited

Before concluding, we give an example in which switched automata are usedto
obtain a new trace-basedsemantics for general PIOAs. The idea is to convert
a general PIOA to a switched PIOA by adding control actions and activit y
classi�cation. We then hide all control actions in trace distributions generatedby
the resulting switchedPIOA. In many cases,this yields a setof trace distributions
strictly smaller than that consideredby Segala[Seg95].

Let P be a PIOA and assumeAct(P) � BAct. Let go; done2 CAct be fresh
symbols and let b0 be a Boolean value. The switch extension of P with go, done
and initialization b0 (notation: E(P; go; done; b0)), is the switched automaton P 0

constructed as follows:

{ States(P 0) = States(P) � f 0; 1g and the start state of P 0 is hs0; b0i ;
{ I 0 = I [ f gog, O0 = O [ f doneg, and Sync0 = ; ;
{ active0(hs; bi ) = b for b 2 f 0; 1g;
{ the transition relation is the union of the following:

� fhhs; 1i ; a; � 1i j s a! � in Pg,
� fhhs; 0i ; a; � 0i j s a! � in P and a 2 I g,
� fhhs; bi ; go; (hs; 1i 7! 1)i j s 2 States(P) and b 2 f 0; 1gg,
� fhhs; 1i ; done; (hs; 0i 7! 1)i j s 2 States(P)g,

where � b denotesthe distribution that assignsprobabilit y � (t) to ht; bi and
0 to ht; 1 � bi .

Roughly speaking, P 0 is obtained from P by (i) adding a Boolean 
ag active0

to each state; (ii) enabling locally controlled transitions only if active0 = 1; and
(iii) adding go and done transitions which update active0 appropriately. It is
not hard to check that P 0 satis�es all axioms of switched automata. Moreover,
the pair hgo; donei can be easily generalizedto a pair of disjoint sets of control
actions.

Given any two compatible PIOAs, we can always extend them with comple-
mentary control actions and initialization statuses, resulting in a pair of com-
patible switched automata. As an example, we consider the automata Late and
Toss in Figure 1. Actions a, b and c are consideredoutputs of Late, whereas
action a is an input of Tossand actions e and f are outputs of Toss. The follow-
ing diagrams illustrate E(Late; go; done; 1) and E(Toss; done; go; 0). For a clearer
picture, we have omitted the probabilities on the input a-transition in Toss, as
well as all nonessential input loops. The active region, which is identical to the



original PIOA, is drawn in the foreground. The inactive region, in which all lo-
cally controlled transitions are removed, is in the background. Each two-headed
arrow indicates a control output from active to inactive and a control input from
inactive to active.
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Now consider the problematic trace distribution D 0 of Latek Toss, as de-
scribed in Section 1. Let P1 and P2 denote the full probabilistic systems on
E(Late; go; done; 1) and E(Toss; done; go; 0), respectively. As we compose these
two systems,D0 is no longer a trace distribution of P1kP2 (even after hiding go
and done), becauseI/O schedulersin P1 have no way of knowing whether action
d or action e was performed by P2, thus they cannot establish the correlations
betweenactions d and b, and betweenactions e and c.

This leadsto our proposalof a new notion of visible behaviors for PIOA. Let
P be a PIOA and let P be the full probabilistic system on E(P; go; done; 0). A
PIOA E is a context for P if I E = OP , OE = I P , and E is compatible with P.
For each such E, write PE for the full probabilistic system on E(E; done; go; 1).
We say that D is a trace distribution of P if there exists a context E for P such
that D 2 td(Hidef go;doneg(PkPE )) ; where Hide is lifted from scheduledautomata
to probabilistic systems.

8 Conclusions and Further Work

Our ultimate goal, of course,is to obtain a compositional semantics for PIOAs.
The notion of switch extensionsopensup an array of new options for that end.
A promising approach is to model each system as a �nite set of PIOAs, rather
than a single PIOA. Composition is taken to be set union, representing the act
of placing two sets of processesin the samecomputing environment. Behavior
is then de�ned in terms of switch extensions,which instantiate the systemwith
a particular network topology for control passage.In that case,a behavior of a
�nite set F is determined by (i) a context E for F ; (ii) a combination of switch
extensionsof F [ f Eg; (iii) a combination of I/O schedulersfor theseswitch ex-
tensions.By ranging over all contexts and all extension-scheduler combinations,
we capture all possiblebehaviors of the system represented by F .

In other future work, weplan to apply our theory of composition for PIOAs to
the task of verifying security protocols.For example,we will try to model typical
Oblivious Transfer protocolswithin the PIOA framework and verify correctness
in the style of Canetti's Universal Composability [Can01]. We will also explore
the use of PIOAs as a semantic model for the probabilistic polynomial time
processcalculus of Lincoln, Mitc hell, Mitc hell and Scedrov [LMMS98].
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